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3 M e s s r s .  3ames D i x o n  and  W i l l i a m  H u n t i n g t o n ,  and  C o l o n e l s  B r u c e  H a r r i s  

and  R o b e r t  Hughes  f o r  l i s t e n i n g  c a l m l y  t o  t u r b u l e n t  b r a i n s t o r m s  and 

5 r u s h i n g  i d e a  s t r e a m s  as  Z f o r m e d  t h e  c e n t r a l  t heme  o f  t h e  f o l l o w i n g  

6 p a p e r .  Many f a r  r e a c h i n g  e x c u r s i o n s  w e r e  e n t h u s i a s t i o a l Z y  e x p l o r e d  i n  

7 w h a t  Z s u s p e c t  o f t e n  became a m o n o l o g u e  r a t h e r  t h a n  d i s c u s s i o n .  

3 M o s t  o f  a11 ,  I w i s h  t o  t h a n k  my w i f e ,  3 a c q u e l y n ,  f o r  h e r  

9 p a t i e n c e ,  and  I t h a n k  o u r  c h i l d r e n ,  L a r a  [ 8  y r s . ) ,  A l a i n e  (6  y r s . ] ,  

10 and  P i e r c e  [~  y r s . )  f o r  home p e r s o n a l  c o m p u t e r  t i m e  when I i n s i s t e d  

l l  t h a t  t h i s  p a p e r  had  a h i g h e r  p r i o r i t y  t h a n  t h e i r  c o m p u t e r  u s e .  T h a n k s  

12 t o  e a c h  and e v e r y o n e .  
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2 THE OPEN XNFOIffIATXON OPPORTUNITY FOR GREATER U . S .  INFORMATION POKER: 
3 

- -  SUGGESTXNG A GLOBAL, STRATXFXED XNFORIIATION STRATEGY RELATED TO 
5 D E ~ ,  C O ~ ,  POLITXCSA~E) POPULAR EIXJCATION - -  

6 X n t ~ l u c t t o n  - -  A D o l e s t t ¢ C o n f l d e n c e  I ~ u l l d t r m  D r e a m  w i t h  U . S .  P o w e r  
7 B e n e f i t s  ( C h i c k e n s .  P o t s .  P r ~ t s e s .  a n d  P o w e r ) .  

B The b a s e s  of  U.S. economic,  m i l i t a r y ,  p o l i t i c a l ,  and 

9 p s y o h o l o g l o a l  powers can be c l a s s i f i e d  as n a t u r a l  and human. Wi th  

lO some a t t e n t i o n ,  t h e  n a t u r a l  e l e m e n t s  a r e  l o n g - t e r m - l g e o g r a p h y  a n d  

11 n a t u r a l  r e s o u r c e s .  Wi th  equa l  p rudence,  t h e  human e l e m e n t s - - s t r o n g  

12 backs and s t r o n g  m l n d s - - c a n  be n u r t u r e d  eaoh g e n e r a t i o n .  G iven our  

13 superpower  r e s e r v e s ,  i n  s p i t e  o f  s e n s a t i o n a l  and p e s s i m i s t i c  h e a d l i n e s  

16 t h l s  e l e c t i o n  yea r ,  t he  U n i t e d  S t a t e s  w i t h  i t s  p a r t i c u l a r l y  s t u r d y  

15 C o n s t i t u t i o n a l  d e m o c r a t i c  government ,  w i l l  s u r v i v e .  

16 W i l l  t h e  U n i t e d  S t a t e s  have t h e  mower t o  l ead  toward  a new w o r l d  

17 o r d e r  t h a t  improves  t he  s t a t e  o f  humankind and p r o v i d e s  s t a b i l i t y  

1B v i t a l  f o r  i n t e r n a t i o n a l  t r a d e  t o  t h e  b e n e f i t  o f  a l l  n a t i o n s ?  W i l l  

19 UIS. agg rega te  power grow s u f f i c i e n t l y  t o  t a k e  t h e  lead? W i l l  t h e  

20 U n i t e d  S t a t e s  be w e l l  p repa red  f o r  a w o r l d  where t r a n s - n a t l o n a l  f l o w  

21 o f  i n f o r m a t i o n  and w e a l t h  w i l l  permeate t h e  s o v e r e i g n  b o r d e r s  o f  our  

22 n a t i o n  and i t s  s t a t e s  t o  t h e  p o i n t  t h a t  c o n v e n t i o n a l  b u s i n e s s  

23 p r o t e o t l o n i s m  and i m p o r t  and e x p o r t  c o n t r o l s  w i l l  no l o n g e r  be 

24 f e a s i b l e ?  

25 H i s t o r i c a l l y ,  t h e  U n i t e d  S t a t e s  has a lways  r i s e n  t o  t h e  occas ion  

2b once i t  has been dec ided  t o  a p p l y  t h e  f u l l  spect rum of  i t s  n a t u r a l  and 

27 human r e s o u r c e s .  I f  we p r u d e n t l y  l o o k  beyond e l e c t i o n  y e a r  h e a d l i n e s ,  

28 we migh t  r a t i o n a l l y  observe  t h a t  t he  U n i t e d  S t a t e s  has t remendous 

29 r e s o u r c e s  and i t  i s  no t  l i k e l y  t o  succumb t o  i t s  r e c e n t  d e f i c i t  

30 spend ing  h a b i t s  o v e r n i g h t .  The s o l u t i o n  w i l l  no t  resemble t hose  o f  
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i the p a s t - - a  m o n o l i t h i c ,  r e s o l u t e  na t i on  s tand ing s t rong  on i s o l a t e d  

2 g e o g r a p h y - - b u t  c o n s e n s u s ,  a g r e e a b l e ,  c o a l i t i o n  w h o s e  i n f o r m a t i o n  

3 l i f e b l o o d  i s  s h a r e d  i n t e r n a t i o n a l l Y .  

4 U.S. c i t i z e n s  are l i k e l y  to  have i nc reas ing  d i r e c t  i n f l u e n c e  on 

5 both Congress and the Presidency through p o l l i n g ,  then p o p u l a r l y  

6 i n i t i a t e d  s t raw p o l l s ,  and f i n a l l y  t o  o u t s t r i p  Congressional power by 

7 u n o f f l o l a l  e l e c t r o n i c ,  d i r e c t  p l e b i s c i t e  v o t i n g  to  t h e i r  Congressman's 

8 o f f i c e .  Of neoess i t y ,  U.S. c i t i z e n s  w i l l  need to  be wel l -educated and 

9 informed f o r  the r e s p o n s i b i l i t y  of  gu id ing  our n e t l o n - - t h e s e  changes 

lO w i l l  happen whether they are prepared f o r  the r e s p o n s i b i l i t y  or not .  

I i  The Pres ident  w i l l  need to  be h i g h l y  informed and stake out a 

12 l e a d e r s h i p  s t a n c e .  T h e  C o n g r e s s  a n d  P r e s i d e n c y  w i l l  make  l e s s  p o l i c y  

13 and spend most of  t h e i r  t ime p o r t r a y i n g  and execut ing  the des i red  

14 p o l i c y  of  the people. Earthshaking change, but w i t h i n  the a b i l i t y  of 

15 the United States to  t h r i v e  i f  i t s  c i t i z e n s  are prepared. Focusing on 

16 the immediate f u t u r e ,  there remains hope and i t  i s  worth look ing  f o r  a 

17 means of recovery.  

18 N k ~ d e d  m B e l i e v a b l e  P l a n - - V i w ~ r a l ,  B u t  S t e a d f a s t ,  

19 I t  i s  n o t  l i k e l y  t h a t  t h e  U . S .  e c o n o m y  c a n  r e g a i n  i t s  f o r m e r  

20  g r o w t h  r a t e ,  a n d  r e t u r n  u s  t o  p r o s p e r i t y ,  u n t i l  we h i t  u p o n  a 

21 b e l i e v a b l e  p l a n - - a  p l a n  s o  b e l i e v a b l e  a n d  t a n g i b l e  t o  t h e  p e r s o n  o n  

22  t h e  s t r e e t  t h a t  i t  h a s  a g o o d  f e e l i n g  a t  t h e  g u t  l e v e l .  T h e  n a t i o n  

23 l o o k s  t o w a r d  a c o n t a g i o u s  m e a n s  t o  r e s t o r e  c o n f i d e n c e .  F o r  P r e s i d e n t  

24 K e n n e d y ,  t h e  A p o l l o  p r o g r a m  t a k i n g  a " g i a n t  s t e p  f o r  m a n k i n d . "  h a d  t h e  

25 r e q u i s i t e  m a g i c .  S p a c e  e x p l o r a t i o n  i s  n o t  t h e  s o l e  a n s w e r  t o d a y .  I t  

26 iS not that space is no l o n g e r  a magical place, a high ground with a 

27 grand view of p lanet  ear th  and v i s i o n s  of the p r i m o r d i a l  un ive rse .  

28 Space i s  an accepted e f f o r t  recognized i n  the budget and important  to  
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1 s t i m u l a t i n g  a p o r t i o n  o f  t h e  U . S .  economy  w i t h o u t  a d o u b t .  B u t  U . $ .  

2 l e a d e r s h i p  mus t  r e s t o r e  b o t h  f o r e i g n  and d o m e s t i c  c o n f i d e n c e  by  a 

3 means t h a t  i s  as i d e n t i f i a b l e  as t h e  s t a r r y  n i g h t  s k y ' s  canopy and t h e  

dawn's  b l a z i n g  sun a re  t o  e v e r y  U.5.  c i t i z e n .  I t  must be a menta l  

5 t o n i c  as mag ica l  and r e j u v e n a t i n g  as t h e  t h o u g h t s  o f  man s o a r i n g  t o  

b s e t  f o o t  on t h e  moon j u s t  a f t e r  t h e  doomsday shook and s p e c t e r  o f  t h e  

7 Cuban m i s s i l e  c r i s i s .  I t  must be a p l a n  t h a t  s u i t s  t h e  1990s and can 

B p r o v i d e  c o n c r e t e  r e s u l t s  w i t h i n  t h i s  d e c a d e .  C o l d  War and  a t o m i c  

9 a n n i h i l a t i o n  h a v e  been  r e p l a c e d  by  s h i f t i n g  b o r d e r s  and  s t a g n a t i n g  

10 e c o n o m i e s .  B u t  p s y c h o l o g i c a l  b u r d e n  and  Job  e n d a n g e r i n g  e c o n o m i c  

i I  impact are  no l e s s  d i s c o u r a g i n g .  

12 Where can  we f i n d  s u c h  a t o n i c ?  P r e s e n t l y ,  t h e  U . 5 .  l e a d e r s h i p  

13 i s  p u r s u i n g  c o r r e c t i o n s  i n  p u b l i c  e d u c a t i o n ,  b o o s t i n g  h i g h  t e c h n o l o g y  

i~  r e s e a r c h  and development  c o f f e r s  f o r  b l o t e o h n o l o g y  and advanced 

15 compu t i ng ,  and c o n t i n u i n g  t o  probe f o r  u n d e r s t a n d i n g  o f  ou r  e a r t h l y  

16 e n v i r o n m e n t  w i t h  s a t e l l i t e s  o r b i t i n g  i n  space. E s t a b l i s h e d  U.S. 

17 i n d u s t r y  i s  s t r u g g l i n g  t o  b r i n g  new and b e t t e r  q u a l i t y  p r o d u c t s  t o  t h e  

18 m a r k e t p l a c e  and t o  g a i n  e n t r y  I n t o  key f o r e i g n  marke ts .  

19 E n t r e p r e n e u r s ,  seen as p o t e n t i a l  k n i g h t s  i n  s h i n i n g  armor,  a re  t r y i n g  

20 t o  p r o t e o t  t h e  v i r t u e s  o f  U.S. h i g h  t e c h n o l o g y  w h i l e  a t t e m p t i n g  t o  

21 a v o i d  c a t a s t r o p h i c  s u r p r i s e  by companies and p r o d u c t s  t h a t  t h e y  have 

22 neve r  heard  o f  b e f o r e .  Our moral  f i b e r  c r i e s  f o r  a means t o  

23 a m e l i o r a t e  t h e  e f f e c t s  o f  a d e m o g r a p h i c  p a t c h w o r k  o f  i m m i g r a n t s  and  

21 i m p o v e r i s h e d  Amer icans t h a t  are  s u f f e r i n g  and are  c o n c e n t r a t i n g  on 

25 s u r v i v a l  i n  s lums w i t h  s c h o o l s  where c h i l d r e n  are  a t  r i s k  o f  d rugs  and 

26 gun s h o t s .  

27 S i m u l t a n e o u s l y ,  U.S. companies are  t u r n i n g  e lements  o f  beach 

28 sand i n t o  t h e  l i f e b l o o d  o f  a m u l t l - b i l l l o n  d o l l a r  p e r s o n a l  computer  
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i i n d u s t r y .  HaJor  c o r p o r a t i o n s  a r e  t a k i n g  s t r i d e s  i n t o  t h e  p o s t l C O l d  

2 War w o r l d  by  b e c o m i n g  I n t e g r a l  members o f  j o i n t  t e l e p h o n e ,  

3 f t b e r o p t i c s ,  and  t n f o ~ m a t i o n  s e r v i c e s  v e n t u r e s  i n  r e p u b l i c s  o f  t h e  

f o r m e r  USSR a l m o s t  as  s o o n  as  t h e  U . S .  g o v e r n m e n t  r e c o g n i z e d  t h e  new 

5 r e p u b l i c s .  M o s t  A m e r i c a n s  know o f  p e r s o n a l  c o m p u t e r s ,  t e l e p h o n e s ,  and  

6 t e l e v i s i o n s .  T h e r e  i s  a common theme i n  t h e s e  t r a g e d i e s  and  

7 m l r a c l e s - - I n f o r m a t l o n .  

8 K n o w l e d g e a b l e  p e o p l e  a r e  p r o s p e r i n g  on d e v i c e s  f o r  t r a n s m i t t i n g ,  

9 p r o c e s s i n g ,  and  r e p r o d u c i n g  i n f o r m a t i o n .  P o o r  p e o p l e  a r e  u n a b l e  t o  

l 0  l i f t  t h e m s e l v e s  f r o m  p o v e r t y  and  t h e i r  c h i l d r e n  a r e  l i k e l y  t o  f o l l o w  

11 i n  t h e i r  f o o t s t e p s  f o r  l a c k  o f  k n o w l e d g e .  A t t e m p t s  t o  s t i m u l a t e  t h e  

12 economY,  t o  k i c k  s t a r t  i t ,  b y  d e v e l o p i n g  b i o t e c h n o l o g y ,  c o m p u t e r  

13 k n o w l e d g e ,  and  i n e x p e n s i v e  s p a c e  s y s t e m s  a r e  v i t a l  f o c u s e d  p o r t i o n s  o f  

1~ s u c h  a k i c k  s t a r t  e f f o r t ,  b u t  more i s  n e e d e d .  Do t h e  p a s s e n g e r s  know 

15 w h e r e  we p l a n  t o  go when t h e  economy d o e s  t u r n  o v e r ?  

16 We need  one l a s t  p e r s o n a l  and  c o r p o r a t e  e x a m p l e ,  B i l l  G a t e s .  

17 G a t e s  i s  a 3 6 - y e a r  o l d  t h a t  s t a r t e d  w r i t i n g  s o f t w a r e  t o  m a n i p u l a t e  t h e  

18 I n t e r n a l  a c t i o n s  o f  m i c r o p r o c e s s o r s  i n  h i s  y o u t h .  He i s  t h e  c r e a t o r  

19 o f  MS-DOS, t h e  b a s i c  o p e r a t i n g  s y s t e m  s o f t w a r e  t h a t  r u n s  80  m i l l i o n  

20 P e r s o n a l  c o m p u t e r s .  H i s  company ,  M i c r o s o f t ,  I s  t h e  p r o d u c e r  o f  

21 Windows t h a t  I $  be ing run on 9 m i l l i o n  computers. He i s  a v i s i o n a r y  

22 t h a t  p lans  t o  add Windows New Technology t h i s  year .  Windows NT i s  

23 in tended  t o  beg in  p r a c t i c a l  i n t e r n e t t l n g  o f  a l l  computers from palmtop 

24 t o  l a p t o p  t o  desktop i n  networks o f  hundreds. 2 These almost l i v i n g  

25 i n t e r p e r s o n a l  networks w i l l  connect t o  vas t  l i b r a r i e s  o f  da ta  c a l l e d  

26 o n - l l n e  s e r v i c e s  a v a i l a b l e  by te lephone l i n e s .  Furthermore,  networks 

27 w i l l  connect t o  o the r  networks anywhere i n  the wor ld .  

~ l l o , ~ t h y  ~Sct~ertz, EvemI. '~MaglcofMicro~ft." 8uslm. M eek, Felx'uery24,1~. Nc~Ps~-HIII:NeeY~. 
eo-e4. 
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I B I l l  Gates i s  the r i c h e s t  man i n  the Uni ted Sta tes  and h i s  

2 M i c r o s o f t  C o r p o r a t i o n  i s  v a l u e d  h i g h e r  t h a n  G e n e r a l  M o t o r s  ( G a t e s '  

3 p e r s o n a l  s t a k e  i s  v a l u e d  a t  $7 b i l l i o n  and  M i c r o s o f t  i s  $22 b i l l i o n ) .  

Add one l a s t  i n g r e d i e n t - - a  common a w a r e n e s s  o f  t e l e v i s i o n s ,  

5 telephones, and computers. What do we have? Ub iqu i tous  va luab le  

6 i n f o rma t i on ,  i n v e n t i v e  computer and telecommunicat ions makers 

7 produolng a g loba l  network, and a s u b u r b l a - t o - l n c r e d l b l e  r i c h e s  s t o r y  

8 w i t h  a modern hero. Plus the prospeot t ha t  the personal computer, 

9 telephones, and t e l e v i s i o n  oould spark these i n g r e d i e n t s  i n t o  a 

10 p r o g r a m  t r a n s f u s i n g  i n f o r m a t i o n ,  e d u c a t i o n ,  and  w e a l t h  t h a t  s t i m u l a t e s  

l l  t h e  c o n f i d e n c e  and economy o f  t h e  U n i t e d  S t a t e s ,  w h i l e  b u i l d i n g  g l o b a l  

12 rappo r t .  E x i t  oonta lnment - -en ter  rappo r t .  

13 A T O n i c  B l e n d e d  f o r  D ~ m e s t i o  a n d  F o r e i a n  P c ; i c y .  

14 I n f o r m a t i o n  p o w e r  c o u l d  be t h e  t o n i c  t o  c u r e  o u r  e c o n o m i c ,  

15 e d u c a t i o n ,  and  p o v e r t y  m a l a i s e .  How? N a t i o n a l  a s s i s t a n c e ,  l i k e  t h e  

16 TVA R u r a l  E l e c t r i f i c a t i o n  A c t ,  c o u l d  d r i v e  t h e  p r i c e  and  u s e r  

17 f r i e n d l i n e s s  o f  p e r s o n a l  c o m p u t e r s  and  s o f t w a r e  t o  c o m m o d i t y  l e v e l s  

18 and  i n s t a l l  t hem i n  e v e r y  U . S .  s c h o o l .  T h i s  c o u l d  become m n a t i o n a l  

19 c o n f i d e n c e  b u i l d i n g  p r o g r a m  t h a t  p r o v i d e s  i m m e d i a t e  J o b s  and  b u s i n e s s  

20 s t i m u l u s ,  moves us  f r o m  s m o k e s t a c k  t o  s i l i c o n - a n d - i n f o r m a t i o n  

21 i n d u s t r y ,  and  p r o v i d e s  v i t a l  e d u c a t i o n  and  h e r o e s  t o  e v e r y  g r a d e  

22 s c h o o l  A m e r i c a n  as  an i n v e s t m e n t  i n  s u s t a i n i n g  U . S .  s u p e r p o w e r .  

23 L e t  u s  a p p l y  t h e  b r a i n  p o w e r  f r o m  a d o w n s i z i n g  D e p a r t m e n t  o f  

24 D e f e n s e  CDoD) and  D e p a r t m e n t  o f  E n e r g y  (DOE).  One p o s s i b i l i t y  i s  t o  

25 f o c u s  new e f f o r t s  t h r o u g h  t h e  D e p a r t m e n t  o f  Commerce (DoC) a t  t h e  

26 Nat iona l  I n s t i t u t e  of  Standards and Technology by c r e a t i n g  a C r i t i c a l  

27 In fo rma t ion  D i v i s i o n  (NIST CID) a s s i s t e d  by Defense Advanced Resemroh 

28 ProJects Agency (DARPA) computing conso r t i a .  A n a t i o n a l l y  guided, 
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Z c o m m e r c i a l l y  e x e c u t e d  p r o g r a m  h a s  t h e  p o t e n t i a l  t o  u s e  i n f o r m a t i o n  

2 p o w e r - - o p e n  s o u r c e  i n f o r m a t i o n - - d o m e s t i c a l l y  as  w e l l  as  

3 i n t e r n a t i o n a l l y  and  g e n e r a t e  m i l l i o n s  o f  " p o i n t s  o f  l i g h t . "  The U . $ .  

6 C o n g r e s s  i s  i n t e r e s t e d  i n  r e o r g a n i z i n g  t h e  U . S .  i n t e l l i g e n c e  c o m m u n i t y  

5 u n d e r  a new D i r e c t o r  o f  N a t i o n a l  I n t e l l i g e n c e ,  p e r h a p s  t h e r e  s w e e p i n g  

6 r e v i s i o n  s h o u l d  c r e a t e  a D i r e c t o r  o f  N a t i o n a l  I n f o r m a t i o n - -  

7 c o f l s o l i d a t i n g  c l o s e d - s o u r c e  i n f o r m a t i o n  u n d e r  t h e  D e f e n s e  I n t e l l i g e n c e  

8 A g e n c y  i n  DoD, m o v i n g  t h e  r e m a i n i n g  C e n t r a l  I n t e l l i g e n c e  A g e n c y  

9 f u n c t i o n s  and  s p e c i a l  l e g i s l a t i v e  a u t h o r i t i e s  o f  t h e  N a t i o n a l  S e c u r i t y  

10 A c t s  o f  1947 and 1949 i n t o  D I A ,  and  c o n s o l i d a t i n g  o p e n - s o u r c e  

11 i n f o r m a t i o n  u n d e r  DoC C r i t i c a l  I n f o r m a t i o n  D i v i s i o n  (DoC C I D ) .  I f  t h e  

12 t u r m o i l  o f  b r o a d  b u r e a u c r a t i c  c h a n g e  i s  i n e v i t a b l e ,  l e t  us  i n c r e a s e  

13 t h e  s c o p e  t o  p r e p a r e  f o r  t o m o r r o w  r a t h e r  t h a n  p a t c h i n g  up m i s t a k e s  

1~ f r o m  y e s t e r d a y .  The DoC CID w o u l d  a n s w e r  t o  t h e  S e c r e t a r y  o f  Commerce 

15 and  D I A  w o u l d  s t i l l  be u n d e r  t h e  S e c r e t a r y  o f  D e f e n s e ,  b u t  t h e  new 

16 D i r e c t o r  o f  N a t i o n a l  I n f o r m a t i o n  w o u l d  a d v o c a t e ,  c o o r d i n a t e ,  and 

17 e n s u r e  t h e  U . S .  G o v e r n m e n t  maximum use  o f  open  and c l o s e d  s o u r c e  

18 i n f o r m a t i o n  and a n a l y s e s .  

19 For over £5 years ,  the Uni ted S ta tes  has prospered i n  the 

20 i n d u s t r y  of  c o n t a i n i n g  Communism, perhaps f o r  the next h a l f - c e n t u r y ,  

21 the Un i ted  S ta tes  can more evenly d i s t r i b u t e  growing p r o s p e r i t y  by an 

22 motive domestic and f o r e i g n  p o l i c y  of  i n f o r m a t i o n  r e d i s t r i b u t i o n - -  

23 r a p p o r t  ( ' i n f o  r a p ? ' ) .  The f o r m e r  r e p u b l i c s  o f  t h e  USSR n e e d  w e a l t h  

26 and they have i n f o r m a t i o n  t h a t  had been denied t o  the wor ld  and t h e i r  

25 own people.  We could s t a r t  w i t h  the f o l l o w i n g :  



I I  

i 

2 

3 

1.  O f f e r  y o u t h  t h e  o p p o r t u n i t y  t o  p r o d u c e  t h e  n e x t  Ross P e r o t  

(EDS and P e r o t  S y s t e m s ) ,  B i l l  G a t e s  ( M i c r o s o f t ) ,  S t e v e n  3obs 

( A p p l e  and N e x t  c o m p u t e r s ) ,  o r  i m m i g r a n t  P h i l i p p e  Kahn ( 5 o r l a n d  

S o f t w a r e ) ,  

5 

6 

2. Leve l  bas i c  i n f o r m a t i o n  g l o b a l l y  t o  ensure mutual economic 

growth and g r e a t e r  p o l i t i c a l  t r u s t ,  and 

7 

8 

9 

3. Obta in  years  o f  m iss ing  c u l t u r a l  i n f o r m a t i o n  and i n t e l l i g e n c e  

ground t r u t h  t o  f o s t e r  b e t t e r  r e l a t i o n s  w i t h  the  emerging 

Commonwealth o f  Independent S t a t e s .  

10 S U S t l t n l r m U . $ .  S u p e r p o w e r  - -  L e v e r ~ m i n a C h a n Q i n a  I n f o r a m t i o n  M ~ s s m ~  
11 V e l o c i t y  f o r  u . $ .  I r d o r ~ a t i o n P o w e r .  

12 I h a v e  d i s c u s s e d  p o t e n t i a l  b e n e f i t s  o f  d e c r e a s i n g  p e r s o n a l  

13 computer cos t s  th rough techno logy  and s tandards  and p u t t i n g  computers 

I c  i n  every  c l a s s  room, w h i l e  g i v i n g  UlS. computer i n d u s t r y  a g r e a t e r  

15 o o m p e t l t l v e  edge. Th is  would a l so  p r o v i d e  the means t o  move and 

16 process vas t  q u a n t i t i e s  o f  i n f o r m a t i o n  f o r  b road ly  based b e n e f i t s .  

17 Where do we get  the  i n f o r m a t i o n ,  the  work ing c a p i t a l ,  o f  the f u t u r e ?  

18 Much i n f o r m a t i o n  i s  or  w i l l  be i n  the p u b l i c  domain, but  the 

19 U.$. government w i l l  have t o  perform a v i t a l  r o l e  i n  c o l l e c t i n g  and 

20 maklng i n f o r m a t i o n  a v a i l a b l e .  The Government w i l l  need t o  promote 

21 t e c h n i c a l  s tandards  and s tandards  o f  conduct ,  as we l l  as p r o t e c t i o n  

22 a g a i n s t  p r i v a c y  r i g h t s  v i o l a t i o n s .  

23 I would l l k e  t o  foous on the U.S. government invo lvement  i n  the 

24 i n t e r n a t i o n a l  t r a n s a c t i o n s  o f  open source i n f o r m a t i o n  f o r  the  

25 remainder  of  t h i s  paper. I w i l l  beg in  w i t h  discussions about 

26 i n f o r m a t i o n  power and f l o w .  Then d i scuss  reasons g l oba l  i n f o r m a t i o n  

27 i s  not  u n i f o r m l y  d i s t r i b u t e d  and how m o n i t o r i n g  and r e d i r e c t i n g  



i i n f o r m a t i o n  f l o w  cou ld  be f r u i t f u l .  F i n a l l y ,  I w i l l  propose a 

2 n a t i o n a l l y  d e v e l o p e d  o p e n  s o u r c e  i n f o r m a t i o n  " s e a . "  

3 Imp lementa t ion  o f  the  sugges t i on  t o  develop s n a t l o n a l - l e v e l ,  

open-source i n f o r m a t i o n  sea cou ld  t e l e p h o n i c a l l y  p r o v i d e  i n f o r m a t i o n  

5 needed by schoo ls  equipped w i t h  desktop computers. The combina t ion  of  

b computers and i n f o r m a t i o n  would g i v e  a l l  school c h i l d r e n  a chance to  

7 s tep  i n t o  a more p rom is ing  wor ld  and become the  a d u l t s  t h a t  w i l l  

ma in ta i n  U.S. i n f o r m a t i o n  power. 

12 

9 F o c u s  o n  i~ar~mmti~ p o w e r .  

lO  U . S .  t r a d e  o n c e  u s e d  b a r t e r - - s l o w - - t u r n e d  t o  c u r r e n c y - - f a s t e r - -  

i i  a n d  i s  n o w  ~ fa~0 I r r e v e r s l b l y  r e l i a n t  o n  c o m p u t e r  b l t s - - n e a r l y  a s  f a s t  

12 a s  t h e  s p e e d  o f  l i g h t .  U . S .  s u p e r p o w e r  i s  c o m p l e t e l y  d e p e n d e n t  o n  

13 i n f o r m a t i o n  m m~e movlng a t  computer and te lecommun ica t ions  

l~ v e l o c l t l e s - - i n f o r m a t l o n  momentum t h a t  p r o v i d e s  n a t i o n a l  impact .  I t  

15 f o l l o w s  t h a t  i n f o r m a t i o n  power i s  the  product  o f  i n f o r m a t i o n  mass  mnd 

16 U.S. c m p a b i l l t y  t o  a c c e l e r a t e  or  r e d i r e c t  i n f o r m a t i o n  f l o w s  f o r  the 

17 t ime needed t o  ach ieve n a t i o n a l  i n t e r e s t s .  We s u r v i v e d  the  beg inn ing  

18 o f  the  i n f o r m a t i o n  e x p l o s i o n  and are l e a r n l n g  t o  channel i n f o r m a t i o n  

19 t o r r e n t s  i n t o  a p P l i o a t i o n s .  

20 At the  f e d e r a l  l e v e l ,  we have u n w i t t i n g l y  used i n f o r m a t i o n  power 

21 pleoemeal, but  w i t h o u t  r e o o g n l t l o n  o f  the  whole f a b r i c .  Recogn i t i on ,  

22 i n i t i a l  d e f l n l t l o n s - - m e t a p h o r s  borrowed from sc ience and economics- -  

23 and then mot ions and p o l l o y  should be fo r thcoming  t o  ga in  more o f  the 

2~ tremendous leverage a v a i l a b l e  i n  the  g l o b a l  i n f o r m a t i o n  commodity. We 

25 must a l s o  recogn ize  t h a t  r e l i a n c e  on I n f o r m e t l o n  power c r e a t e s  

26 v u l n e r a b i l l t l e s  t h a t  should not  be over looked.  For example, t he re  are 

27 more than one-thousand persona l  computer v i r u s e s  i n  t o d a y ' s  

28 env i ronment .  Yet t he re  are no n a t i o n a l  s tandards  or  g u i d e l i n e s  f o r  
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i b a n k l ,  h o s p i t a l s ,  u n i v e r s i t i e s ,  a n d  e m e r g e n c y  s e r v i c e s  t o  i m m u n i z e  

2 d a t a .  

3 I r f f o r ~ l o n L l n e s  o f  C o e m R 4 n X ~ a t i o n  ( I L O C s )  M i l l  Be  T o  2 0 0 0  W t ~ t  ~ a  
L i n e s  o f  C o M m u n i c a t i o n  ( S L O C s )  k k r e  T o  1 9 0 0 .  

5 L o n g - t e r m  n a t i o n a l  p o w e r  may b e  d e t e r m i n e d  b y  g e o g r a p h y ,  n a t u r a l  

6 r e s o u r c e s ,  e n d  h u m a n  c h a r a c t e r ,  b u t  t r a n s i e n t  p o w e r  i s  a f u n c t i o n  o f  

7 e f f e c t i v e  n a t i o n a l  i n f o r m a t i o n  u s e .  A s  M a c k i n d e r ' s  " h e a r t l a n d "  a n d  

8 M a h a n ' s  m a r i t i m e  s t r a t e g y  f o r  e x t e n d i n g  a n d  p r o t e c t i n g  S L O t s  e x c i t e d  

9 e n d  g u i d e d  t h e  U . 5 .  a t  t h e  l a s t  t u r n  o f  t h e  c e n t u r y ,  i n f o r m a t i o n  

10 c e n t e r s  e n d  i n f o r m a t i o n  l i n e s  o f  c o m m u n i c a t i o n  ( I L O C s )  w i l l  g r e a t l y  

11 i n f l u e n c e  U . $ .  n a t i o n a l  p o w e r  a t  t h i s  t u r n  o f  t h e  c e n t u r y .  3 I s  a n y o n e  

12 p r e p a r i n g  a s t r a t e g i c  a t l a s  o f  t h e  c e n t e r s  a n d  l i n e s  o f  i n f o r m a t i o n  t o  

13 s u s t a i n  t h e  U . $ .  a s  a s u p e r p o w e r l - s u p e r i n f o r m e d  a n d  d e c i s i v e ?  W i l l  

1~ t h e  U n i t e d  S t a t e s  h a v e  a P r e s i d e n t i a l  a d m i n i s t r a t i o n  t h a t  e x u d e s  

15 c o n f i d e n c e  f r o m  b e i n g  h i g h l y  i n f o r m e d ?  T h e  i n f o r m a t i o n  o c e a n  i s  o p e n  

16 t o  8 1 1  t h a t  c a n  m u s t e r  t h e  m e a n s  t o  e x p l o i t  i t s  c o n t e n t s .  N o t  a z e r o  

17 sum g a m e ,  m a n y  c a n  b e n e f i t  b y  U . $ .  l e a d e r s h i p .  

1~ T h e  1 9 9 0 s  o f f e r  t h e  o p p o r t u n i t y  t o  d r a w  o n  u n p r e c e d e n t e d  o p e n  

19 source  i n f o r m a t i o n  f rom 8 r i s i n g  i n f o r m a t i o n  ocean w h i l e  c o n t i n u i n g  

20 use o f  c l o s e d  source  i n f o r m a t i o n  ( i n t e l l i g e n c e  from s e n s i t i v e  s o u r c e s  

21 end methods) .  I n f o r m a t i o n  can be poured i n t o  s e p a r a t e  open end c l o s e d  

22 i n f o r m a t i o n  seas,  r e s p e c t l v e l y ,  f o r  domes t i c  and i n t e l l i g e n c e  

23 a n a l y t i c a l  u s e  o n  d e m a n d .  T h e s e  s e a s  s h o u l d  b e  k e p t  p u r e  s o  o p e n -  

2~ s o u r c e  i n f o r m a t i o n  r a p i d l y  c a n  b e  o f f e r e d  t o  U . S .  c o m m e r c e  a n d  

25 e d u c a t i o n  w i t h o u t  f e a r  o f  compromis ing  sou rces  end methods. U.$. 

26 de fense  can have m o r e  t i m e l y  t a l l o r e d  i n t e l l i g e n c e  and access t o  a 

27 g r e a t  open sea o f  s u p p o r t i n g  i n f o r m a t i o n ,  e . g . ,  maps end i n d u s t r i a l  

3T#fl~. 20 md 2~26. 
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I and communicat ions i n f r a s t r u c t u r e  d e s c r i p t i o n s  v i t a l  t o  success fu l  

2 modern "hyperwar"  as ev idenced i n  t h e  Pers ian  Gu l f  War. Th i s  w i n - w i n  

3 s i t u a t i o n  i s  made  p o s s i b l e  b y  t h e  o p e n i n g  o f  C o l d  War  d e n i e d  a r e a s  a n d  

accompanying p o l i t i c a l  t u r b u l e n c e ,  vas t  new p o t e n t i a l  commercial 

5 markets,  and computers t h a t  can process m i l l i o n s  o f  megabl ts o f  

6 i n f o r m a t i o n  each second. F i n a l l y ,  some U.S. I n f o r m a t i o n - h a n d l i n g  

7 r e s t r u c t u r i n g  t o  m o r e  g r e a t l y  i n v o l v e  c o m m e r c i a l  b e n e f a c t o r s  may b e  

8 a d v i s a b l e .  Let  us s tep  th rough the  " l o o k l n g  g lass "  t o  take  a new look 

9 a t  the  u t i l i t y  o f  harness ing  i n f o r m a t i o n  f o r  g r e a t e r  U.$. economic, 

lO m i l i t a r y ,  p o l i t i c a l ,  and p s y c h o l o g i c a l  power as the melted Cold War 

i i  r a i s e s  the w o r l d ' s  i n f o r m a t i o n  ocean l e v e l .  

12 Pkmories and Speech. 

13 American speech i s  s p o t t e d  w l t h  l i t e r a t u r e  acknowledging the 

l~ power o f  I n f o r m a t i o n - - k n o w l e d g e  i s  power, the  pen i s  m i g h t i e r  than the  

15 sword, end one p i c t u r e  i s  wor th a thousand words. The S e c u r i t y  

16 Exchange Commission prosecutes  t o  d e t e r  the  premature s h a r i n g  o f  

17 " i n s i d e "  i n f o r m a t i o n .  The N a t i o n a l  Photograph ic  I n t e r p r e t a t i o n  Center 

z8 k e e p s  1 6 0  t r i l l i o n  b y t e s  o f  i m a g e r y  a n d  r e l a t e d  d a t a  h a n d y  t o  a s s e s s  

19 changes i n  the wor ld .  I n  1985, INTERNET wor ld -w lde  ne twork ing  o f  

2O computers oons l s ted  o f  more than 5,000 networks i n  33 c o u n t r i e s  and 

21 500,000 connected computers d i r e c t l y  a t tended t o  by more than 3 

22 m i l l i o n  p e o p l e - - r e c a l l  t h i s  w a s  b e f o r e  p e r s o n a l  c o m p u t e r s  b e c a m e  s o  

23 common a s  t o  p o t e n t i a l l y  add m i l l i o n s  more devotees.  4 Communication 

21 s a t e l l i t e s  (Comsats), crowded l ess  than two degrees from one another  

25 19,000 n a u t i c a l  m i les  above the e a r t h ,  compete t o  serve a wor ld  where 

26 i t  no longer  I s  uncommon f o r  hundreds of  m i l l l o n s  of  people t o  

4°~lyir~ the IN~rr:  £ ~ t e ,  Re~,~r~, Eck~tior~l, ~verr~ntal, and Other Res1 ~ l d  U~es.' 5yte. Fe~'~ery, 1992, 
111-118. 
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1 s i m u l t a n e o u s l y  w a t c h  t h e  O l y m p i c  Games .  U k r a i n e  h a s  f o r m e d  a J o i n t  

2 o w n e r s h i p  v e n t u r e  w i t h  AT&T ( 3 9 ~ )  a n d  PTT T e l e c o m  N e t h e r l a n d s  BV ( 1 0 ~ )  

t o  m o d e r n i z e  a n d  e x t e n d  I t s  t e l e c o m m u n i c a t i o n s  s y s t e m  i n  t h e  n e x t  15  

y e a r s .  $ A n d  USA T o d a y ' s  S p e c i a l  P r o j e c t s  U n i t  G a t h e r s  a n d  a n a l y z e s  

5 G o v e r n m e n t  d a t a  d a i l y  f o r  c u r r e n t  s t o r i e s .  T h e  n e w s p a p e r  s t a f f  h a s  

6 c o i n e d  t h e i r  w o r k  a s  " d a t a b a s e  J o u r n a l i s m .  "6 Z m a g t n e  t h e  n e t w o r k  t o  

7 s u p p o r t  CNN! ~ h e r e  c h a n g e  i s  i n t e g r a l  t o  b u s i n e s s ,  e v e n  t h e  m o s t  

8 a g i l e  e n t r e p r e n e u r s  f e a r  s u r p r i s e  b y  c o m p a n i e s  t h a t  t h e y  h a v e  n e v e r  

9 h e a r d  o f  i n t r o d u c i n g  c o m p e t i t i v e  p r o d u c t s  a n d  t a k i n g  m a r k e t  s h a r e .  7 

10 C o r p o r a t i o n s  a r e  b u i l d i n g  b u s i n e s s  i n f o r m a t i o n  o f f i c e s  t o  c o u n t e r  

11 s u r p r i s e  b y  c o m p e t i t i v e  p r o d u c t s .  T h e  r a p i d  a c c u m u l a t i o n ,  p r o c e s s i n g ,  

12 a n d  d i s t r i b u t i o n  o f  d a t a  i s  p a r t  o f  l i f e  i n  d e v e l o p e d  n a t i o n s .  

13 Z n f o r ' m a t l o n O c e a n s ,  O p e n  a n d  C l o s e d  Seem,  a n d  P o o Z s ,  

$4 F o r  t h e  s k e l e t a l  f r a m e w o r k  o f  t h i s  s t r a w m a n ,  t e r m i n o l o g y  i s  

15 n e e d e d  f o r  y o u  t o  v i s u a l i z e  t h e  d i s t i n c t i v e  c o m p o n e n t s .  Z h a v e  c h o s e n  

16 t o  r e f e r  t o  t h e  i n i t i a l  q u a n t i t y  o f  s o u n d s ,  b i t s ,  r a d i a t i o n ,  a n d  c o l o r  

17 h u e s  a n d  i n t e n s i t i e s  a s  d a t a .  D a t a  f i l t e r e d  f o r  h i g h e r  l e v e l  

18 c o r r e l a t i o n s - - s e n t e n c e s ,  t a b l e s ,  i m a g e s ,  s t a t i s t i c s ,  s t o c h a s t i c  

19 r e l a t i o n s ,  a n d  s o  on to s u i t  u s e r s - - i s  information. F i n a l l y ,  

20  i n f o r m a t i o n  a b s o r b e d  a n d  c a p a b l e  o f  h u m a n  i n v e n t i o n  o r  a p p l i c a t i o n  i s  

21 k n o w l e d g e .  Z n t u i t i v e l y ,  r e f i n e d  d a t a  b e c o m e s  i n f o r m a t i o n  and r e f i n e d  

22  i n f o r m a t i o n ,  c o n s o l i d a t e d  b y  p e r s o n s  t o  s o l v e  a p r o b l e m ,  i s  k n o w l e d g e .  

23 T h e r e  i s  a G r o w i n g  q u a n t i t y  o f  d a t a ,  i n f o r m a t i o n ,  a n d  k n o w l e d g e  

24 w i t h i n ,  u p o n ,  a n d  a b o v e  t h e  e a r t h  w i t h o u t  i t m l t  t h a t  Z s i m p l y  c a Z Z  an  

25 i n f o r m a t i o n  o c e a n .  Z t  i s  c o n t i n u a l l y  f e d  b y  t r i b u t a r i e s  r e p l e n i s h e d  

m~. 
5Ptnlky, Donne (Col~ek International). 'Ub'aine Signs Net-up~rade Partners.' ¢geluntcattons ~eek. Janurf 27, 1992. P. 

(~¢ I~zine. I~rch 31, 1992. Ztff ¢~lunlcatims: Nw York. 55. 
7ffillett, St~en M. 'C~etltive Ted~n010W Intelll~nce.' btelle Tcdey. NIJber 66, k~'tl 1991. ktelle: Colmlx~. I-7. 
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1 b y  p h y s i c a l  p r o c e s s e s  i n  o u r  u n i v e r s e  a n d  b y  p e r s o n s  a n d  m a c h i n e s  

2 d r a w i n g  f r o m  t h e  i n f o r m a t i o n  o c e a n  a n d  c h a n g i n g ,  r e a r r a n g i n g ,  

3 p r o c e s s i n g ,  a n d  a d d i n g  v a l u e  t o  t h e  o c e a n ' s  d a t a ,  i n f o r m a t i o n ,  a n d  

k n o w l e d g e .  F o r  e x a m p l e ,  i f  I d r a w  a l l  p h o n e  n u m b e r s  f r o m  t h e  o c e a n  

5 and c o r r e l a t e  t h e  numbers w i t h  an a l p h a b e t i c a l  l i s t i n g  o f  t e l e p h o n e  

6 s u b s c r i b e r s ,  I h a v e  c r e a t e d  a t e l e p h o n e  b o o k .  T h e  b o o k  h a s  g r e a t e r  

7 v a l u e  t h a n  t h e  u n c o r r e l a t e d  numbers and names. The e f f o r t  has added 

8 o r d e r  t o  t h e  names and numbers and made i n f o r m a t i o n  o f  g r e a t e r  v a l u e  

9 t o  t e l e p h o n e  u s e r s .  I f  I m u s t  c a l l  a p l u m b e r  t o  f i x  a d r a i n  i n  my 

10 h o m e ,  a l i s t  o f  p l u m b e r ' s  p h o n e  n u m b e r s  h a s  e v e n  g r e a t e r  v a l u e .  T h e  

li p r o c e s s  o f  m e m o r i z i n g  a p l u m b e r ' s  n u m b e r  a n d  p l a c i n g  a c a l l  f o r  

12 r e p a i r s  I s  an a p p l i c a t i o n  o f  knowledge.  I b e l i e v e  t h a t  you w i l l  a g r e e  

13 t h a t  when a l e a k  i s  f l o o d i n g  y o u r  home's basement t h a t  h a v i n g  t h e  

i~  knowledge t o  i m m e d i a t e l y  p l a c e  a c a l l  f o r  r e p a i r s  i s  more v a l u a b l e  

15 t h a n  knowing where t h e  phone book i s - - I t  m igh t  be submerged i n  you r  

i b  basement s t u d y .  The phone book c o n t a i n s  e s s e n t i a l  e l emen ts  o f  

17 i n f o r m a t i o n  (EEIs)  f o r  home main tenance.  But more v a l u a b l e  i s  t h e  

18 knowledge t o  accomp l i sh  t h e  p rocess  o f  c a l l i n g  a p lumber  when needed. 

19 I n t u i t i v e l y ,  s i n c e  work has t o  be done t o  c u l t l v a t e  knowledge 

20 f rom i n f o r m a t i o n  and form i n f o r m a t i o n  f rom da ta ,  knowledge i s  h i g h e r  

21 I n  v a l u e  and more sough t  a f t e r  t h a n  i n f o r m a t i o n  o r  da ta .  

22 C a r r y i n g  our  f ramework somewhat f u r t h e r  toward a model,  

23 knowledge t o g e t h e r  w i t h  t o o l s  and i n f r a s t r u c t u r e  i s  t e c h n o l o g y .  

2~ Knowledge w i t h  a p p r o p r i a t e  f i n a n c i a l  t o o l s  and a market c o u l d  beget 

25 commerce. L i k e w i s e ,  s e l e c t e d  knowledge,  t o o l s ,  and i n f r a s t r u c t u r e  

26 (when a p p l i e d  t o  t h e  de fense ,  commerce, p o l i t i c s ,  o r  e d u c a t i o n  

27 " m a r k e t ' )  can be u s e f u l  t o  domes t i c  o r  i n t e r n a t i o n a l  problem s o l v i n g .  

28 P r e s s i n g  onward w i t h  t h e  i n f o r m a t i o n  ocean ana logy ,  a f t e r  p r o c e s s i n g ,  
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1 d a t a ,  i n f o r m a t i o n ,  o r  k n o w l e d g e  c o l l e c t e d  f r o m  t h e  o c e a n  c a n  b e  s h a r e d  

2 b y  r e t u r n i n g  i t  t o  t h e  o c e a n  b y  some  c o m m u n i c a t i o n  t r i b u t a r y  o r  

3 d i v e r t e d ,  s t  l e a s t  t e m p o r a r i l y ,  t o  a n  o p e n  o r  c l o s e d  i n f o r m a t i o n  s e e  

w h e r e  i t  c a n  b e  e x p l o i t e d  b y  t h e  n a t i o n  t h a t  c o l l e c t e d ,  a d d e d  v a l u e ,  

5 a n d  s t o r e d  t h i s  i n f o r m a t i o n .  T h e r e f o r e  w i t h  c a r e f u l l y  s e l e c t e d  r u l e s ,  

6 c o l l e c t i n g  a n d  s o r t i n g  d a t a ,  i n f o r m a t i o n ,  o r  k n o w l e d g e  f r o m  t h e  o c e a n ,  

7 c a n  l e a d  t o  t w o  l a r g e  s e a s .  F o r  s i m p l i c i t y ,  I name  t h i s  f i r s t  s e a  a n  

8 o p e n  i n f o r m a t i o n  s e a .  T h e  s e c o n d  s e a ,  c a l l e d  t h e  c l o s e d  i n f o r m a t i o n  

9 s e a ,  i s  f i l l e d  w i t h  d a t a ,  i n f o r m a t i o n ,  a n d  k n o w l e d g e  c o l l e c t e d ,  

10 p e r h a p s  d e c r y p t e d ,  e n d  s o r t e d  f r o m  s e n s i t i v e  s o u r c e s  a n d  m e t h o d s .  

11 T h i s  s e c o n d  s e a  i s  f i l l e d  w i t h  i n f o r m a t i o n  t h a t  i s  o f t e n  r e f e r r e d  t o  

12 a s  i n t e l l i g e n c e .  B u t  f o r  t h i s  p a p e r ,  Z a l s o  name i t  t h e  c l o s e d  

13 i n f o r m a t i o n  s e a .  

14 T h e  o p e n  i n f o r m a t i o n  s e a  d e r i v e d  f r o m  l a w f u l l y  o b t a i n e d  o p e n  

15 s o u r c e  i n f o r m a t i o n  c o u l d  b e  u s e d  i n  c o m m e r c e ,  e d u c a t i o n ,  p o l i t i c s ,  e n d  

16 de fense  w i t h  i m p u n i t y  t o  b e n e f i t  t h e  U n i t e d  S t a t e s  by domes t i c  

17 a p p l i c a t i o n  o r  t o  b e n e f i t  o r  i n f l u e n c e  f o r e i g n  n a t i o n s  w i t h o u t  harm t o  

18 U.$.  i n t e l l i g e n c e  sou rces  and methods. The c l o s e d  i n f o r m a t i o n  sea i s  

19 n o t  c u s t o m a r i l y ,  r e a d i l y  a v a i l a b l e  t o  U.S. commerce and e d u c a t i o n .  

20 P o r t i o n s  o f  t h e  U.S. DoD, DoE, and DoS (end l e s s e r  p a r t s  o f  s e v e r a l  

21 o t h e r  depa r tmen ts )  have workab le  access t o  t he  c l o s e d  i n f o r m a t i o n  see. 

22 Time end a n a l y s l s  p e r m i t t i n g ,  under  t i g h t l y  c o n t r o l l e d  c o n d i t i o n s ,  

23 U.S. and a11Ied  m i l i t a r y  p l a n n e r s  can draw v i t a l  i n f o r m a t i o n  f rom the  

21 c l o s e d  sea t o  a c q u i r e  weapons sys tems,  e s t a b l l s h  needed C~ l i n k s ,  and 

25 s u p p o r t  e f f e c t i v e  use o f  m i l i t a r y  power. The U.S. de fense  i n d u s t r y  

26 a l s o  deve lops  knowledge and t e c h n o l o g y  from t h e  c o n t e n t s  o f  t h e  c l o s e d  

27 sea. I n f o r m a t i o n  from the  open i n f o r m a t i o n  sea and s e l e c t e d  

28 i n f o r m a t i o n  drawn from the  c10sed i n f o r m a t i o n  sea c o u l d  form 
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1 c o m m e r c i a l  a n d  d e f e n s e  i n f o r m a t i o n  p o o Z s  t a i l o r e d  t o  r e a d i l y  become 

2 a p p l i e d  k n o w l e d g e  b e n e f i t i n g  t h e  U n i t e d  S t a t e s .  
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1 B o t t o m U p o r  S t r a l a h t  f r o m  t h e  ToP? 

2 D u r i n g  C o l d  War y e a r s ,  t h e  U . S .  i n t e l l i g e n c e  c o m m u n i t y  

3 n e c e s s a r i l y  a d a p t e d  t o  a n d  g r e w  a c c u s t o m e d  t o  b u i l d i n g  i t s  k n o w l e d g e  

b a s e - - c l o s e d  i n f o r m a t i o n  p o o l - - b o t t o m  up f r o m  d a t a  and  i n f o r m a t i o n  

5 w i t h  o n l y  an o c c a s i o n a l  o p p o r t u n i t y  t o  a c c e s s  h i g h - v a l u e  p e r s o n a l  

6 k n o w l e d g e .  A l l  d a t a  and  i n f o r m a t i o n  p a i n s t a k i n g l y  had t o  be v a l i d a t e d  

7 by  c o r r o b o r a t i v e  s o u r c e s .  A c c e s s  t o  d e n i e d  a r e a  g r o u n d  t r u t h  and  

8 l e a d e r s h i p  i n t e n t i o n s  w e r e  r a r e .  The i n p u t s  w e r e  m o s t l y  f r o m  t h e  

9 c l o s e d  s e a .  Now, f o l l o w i n g  t h e  b r e a k u p  o f  t h e  f o r m e r  USSR, b u t  b e f o r e  

10 t h e  f o r m e r  USSR r e p u b l i c s  o p t  s t r i d e n t l y  t o  t r y  t o  d e n y  a c c e s s ,  h i g h e r  

11 v a l u e  g r o u n d  t r u t h  and  c u r r e n t  open  s e a  i n f o r m a t i o n  i s  a v a i l a b l e .  

12 F u r t h e r m o r e ,  much mus t  r e m a i n  open  t o  e s t a b l i s h  commerce w i t h  n a t i o n s  

13 such as the  Un i ted  S t a t e s .  The Un i ted  S t a t e s  can ga in  much by 

I~ i n c r e a s i n g l y  d r a w i n g  f r o m  t h i s  g r e a t l y  u p w e l l i n g  p o s t - C o l d  War 

15 i n f o r m a t i o n  ocean. The h i g h e s t  va lue  i n f o r m a t i o n ,  such as t h a t  

16 p o s s e s s e d  by  i m m i g r a t i n g  s c i e n t i s t s ,  i s  b e c o m i n g  r e a d i l y  a c c e s s i b l e .  

17 For example, Dr. Roald Sagdeev, a former S o v i e t  nuc lea r  p h y s i c i s t  and 

18 space o p e r a t o r ,  i s  now a U n i v e r s i t y  o f  Maryland D i s t i n g u i s h e d  

19 P ro fesso r .  a 

20 C01d War ground t r u t h  and i n t e n t  could be openly a v a i l a b l e ,  

21 awash i n  the i n f o r m a t i o n  ocean. More e x c i t i n g  i s  the  p rospec t  t h a t  

22 e v o l v i n g  te lecommunica t ions  and computer c a p a b i l i t i e s  may make us 

23 c a p a b l e  o f  f i l l i n g  and  s i f t i n g  t h r o u g h  t h e  open  i n f o r m a t i o n  s e a  so  

21 r a p l d l y  and capably  as t o  d i s c e r n  e v o l v l n g  f u t u r e  economic, p o l i t i c a l ,  

25 m i l i t a r y ,  or  n o n - t r a d l t i o n a l  t h r e a t s  t o  v i t a l  i n t e r e s t s  i n  t ime t o  

2b f o r e w a r n  t h e  U n i t e d  S t a t e s .  P r o c e s s i n g  s y s t e m s  can  be p r i m e d  and 

27 a w a i t i n g  a p p r o p r i a t e  reques ts  by p lanners  f o r  EEIs t o  draw out needed 

28 i n f o r m a t i o n  t o  w i t h s t a n d  economic or  m i l i t a r y  t h r e a t s .  Greater  



I r e l i a n c e  on t h e  s w e l l i n g  o p e n  i n f o r m a t i o n  s e a  w i l l  p e r m i t  d i r e c t  use  

2 o f  i n f o r m a t i o n  by  U . $ .  i n d u s t r y  t o  i n c r e a s e  U . $ .  c o m m e r c i a l  

3 c o m p e t i t i v e n e s s .  

I t  i s  s t i l l  t r u e  t h a t  open sea i n f o r m a t i o n  must be v a l i d a t e d  by 

5 o o r r o b o r a t i o n  w i t h  c l o s e d  sea i n f o r m a t i o n .  T h e r e f o r e  t h e  i n v a l u a b l e  

6 i n t e l l i g e n c e  c a p a b i l i t y  o f  t h e  U n i t e d  S t a t e s ,  p a i n s t a k i n g l y  b u i l t  

7 d u r i n g  t h e  Cold War, e s s e n t i a l l y  must rema in  i n t a c t  ms i n s u r a n c e  

8 a g a i n s t  d e o e p t i o n  o r  w h o l e s a l e  m i s i n t e r p r e t a t i o n .  But i t  i s  

9 o o n o e l v a b l e  t h a t  p o r t i o n s  o o u l d  be s c a l e d  beck i f  one s h o u l d  t ake  

lO f u l l e s t  advmntage o f  t h e  open i n f o r m a t i o n  sea wh ich  c o n t a i n s  top  l e v e l  

i i  knowledge a t  l e s s  expense and r i s k  o f  m i s c o n s t r u c t i o n .  I t  would be 

12 r e f r e s h i n g  t o  c a p t u r e  t h e  v iew f rom t h e  t op  w i t h o u t  a lways  h a v i n g  to  

13 b u i l d  m l o o k  ou t  t o  s t a n d  on t o  see more c l e a r l y .  

21 

1~ I r f f o r m a t l o n P o w e r  ~m An I n s t r t m e n t  o f  N e t i o n a l  P o w e r  

15 T h e r e  i s  n o t h i n g  e s p e c i a l l y  new a b o u t  t h i s  e x p l o s i o n  o f  

16 i n f o r m a t i o n  n o r  t h e  t e l e c o m m u n i c a t i o n s  t h a t  moves p o r t i o n s  o f  i t  w i t h  

17 t h e  s p e e d  o f  l i g h t .  B u t  t h e  o p e n i n g  o f  much o f  t h e  w o r l d ' s  p r e v i o u s l y  

18 d e n i e d  a r e a ,  f o r m e r  S o v i e t  U n i o n  c l o s e d  s o c i e t y ;  t h e  u s e  o f  c o m p u t e r  

19 b i t s  r a t h e r  t h a n  d o l l a r s  as  8 u n i t  o f  a c c o u n t i n g  i n  w o r l d  t r a d e ;  and 

20 major  e n v i r o n m e n t a l  da ta  g a t h e r i n g  i n i t i a t i v e s  l l k e  NASA's M i s s i o n  t o  

21 P l a n e t  E a r t h  a re  examples t h a t  i n d i c a t e  t h a t  t h e r e  i s  a g e o m e t r i c a l l y  

22 expand ing  i n f o r m a t i o n  ocean g row ing  f a r  f a s t e r  t han  U. S. i n d u s t r y  o r  

23 de fense  can e x p l o i t  i t .  T h i s  ocean c o n t a i n s  accoun ts  o f  w o r l d  t r a d e ,  

26 da ta  w a i t i n g  t o  be r e f i n e d  and v a l u e  added f o r  r e s a l e ,  and much of  t he  

25 w o r l d s  f o r m e r l y  c l o s e l y  h e l d  s e c r e t s ,  p a r t i c u l a r l y  t hose  f o r  defense 

26 t e c h n o l o g y .  M i n i n g  and r e f i n i n g  t h i s  ocean f a s t e s t  t a p s  t h e  mother 

27 l ode  t o  r e g a i n  U.S. commerc ia l  ascendancy and m a i n t a i n  de fense 

2S i n t e l l i g e n c e  s u p e r i o r i t y .  The ocean i s  no t  new, r e c o g n i z i n g  i t s  
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1 r e l a t i o n  t o  r a t e  a n d  l e v e l  o f  n a t i o n a l  d e v e l o p m e n t  a n d  e x p l o i t i n g  i t s  

2 r e l a t i o n  t o  n a t i o n a l  p o w e r  a n d  p l a n n i n g  t o  b e s t  i n c o r p o r a t e  

3 i n f o r m a t i o n  p o w e r  i n  f u t u r e  U.5. s t r a t e g y - - a l o n g  w i t h  t h e  c l a s s i c a l  

g a g - s t r a t e g i c  e l e m e n t s  o f  d e f e n s e ,  e c o n o m i c ,  a n d  m i l i t a r y  p o w e r - - i s  

5 new. 

6 Dr. Edwin H. Land, i n v e n t o r  of  Po la ro id  i n s t a n t  photography 

7 sa id ,  "D iscover ies  are made by some i n d i v i d u a l  who has f reed h imse l f  

8 f r o m  a way o f  t h i n k i n g  t h a t  i s  h e l d  b y  f r i e n d s  a n d  a s s o c i a t e s  who may 

9 be  more  i n t e l l i g e n t ,  b e t t e r  e d u c a t e d ,  [ a n d ]  b e t t e r  d i s c i p l i n e d ,  b u t  

I0 who have not mastered the a r t  of  a f r esh ,  clean look at  the o ld ,  o ld ,  

i i  k n o w l e d g e . "  I s u b m i t  t h a t  i t  i s  t i m e  t o  t a k e  a f r e s h  l o o k  a t  t h e  

12 value of i n f o rma t i on  t h a t  i s  accumulat ing. Time to  t h i n k  anew how the 

13 United States uses the foundat ion  b u i l t  by Morse, Babbage, B e l l ,  

i~ Edison, Marconi, De Forest ,  $a rno f f ,  Shannon, and Yon Neumann. 

15 I n f c m ~ m t l o n  ~ D ~ .  

16 How c a n  t h e  U n i t e d  S t a t e s  e x p l o i t  t h i s  g e o m e t r i c a l l y  e x p a n d i n g  

17 i n f o r m a t i o n  o c e a n ?  F o r t u n a t e l y  t e l e c o m m u n i c a t i o n s ,  m a s s i v e l y  

18 p a r a l l e l  a n d  o p t i c a l  c o m p u t e r s ,  a n d  new c a p a b i l i t i e s ,  l i k e  o b j e c t -  

19 o r i e n t e d  d a t a b a s e s  a n d  n e u r a l  c o m p u t e r  p r o g r a m m i n g ,  a r e  l i k e l y  t o  make 

20 p r a c t i c a l  s o r t i n g  t h e  i n f o r m a t i o n  f l o w i n g  t h r o u g h  m a j o r  t r i b u t a r i e s  

2 i  a n d  d r a w i n g  f r o m  t h e  i n f o r m a t i o n  o c e a n  t o  p u t  c o p i e s  o f  r e l e v a n t  

22 i n f o r m a t i o n  i n t o  t h e  o p e n  a n d  c l o s e d  s e a s  f o r  f u t u r e  u s e .  N e u r a l  

23 p r o g r a m m i n g  c o u l d  r e c o g n i z e  p a t t e r n s  s o u g h t  by  s t a n d i n g  E E l  

2~ r e q u i r e m e n t s  f o r  d e f e n s e ,  c o m m e r c e ,  p o l i t i c s ,  a n d  e d u c a t i o n .  N e u r a l  

25 network programs could rev iew past i n t e l l l g e n c e  and economic successes 

26 and f a i l u r e s  f o r  pa t t e rns  t h a t  suggest new EEIs- -a  s e l f - t e a c h i n g  

27 i n d i c a t i o n s  and warning c a p a b i l i t y  f o r  defense and commerce! 
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Z L e t  us  l o o k  s t  an e x a m p l e .  I f  we w e r e  t o  p e r s u a d e  e v e r y  human 

2 on e a r t h  t o  s p e a k  t h e i r  m i n d  s i m u l t a n e o u s l y ,  t h e  r e s u l t  w o u l d  be a b o u t  

3 120 w o r d s  p e r  m i n u t e ,  t w o  w o r d s  o f  f i v e  l e t t e r s ,  i . e . ,  a b o u t  80 b i t s  

p e r  s e c o n d ,  t i m e s  s i x  " g i g s - p e r s o n s ' ,  o r  4 . 8 x 1 0 1 1  b i t s  p e r  s e c o n d  o f  

5 d a t a - - a b o u t  150 E n c y c l o p e d i a s  B r i t a n n i c a  p e r  s e c o n d .  C o l l e c t i v e l y  

6 c o m m u n i c a t i o n s  s a t e l l i t e s  c a r r y  more t h a n  ~ . 8 x 1 0 1 1  b i t s  o f  d a t a  each  

7 s e c o n d !  R o u t i n e  c o m m u n i c a t i o n s  r e l a y  o f  i n f o r m a t i o n  e x c e e d s  t h e  

8 e n t i r e  p o t e n t i a l  c o l l e c t i v e  e x p r e s s i o n  o f  m a n k i n d  a t  a n y  moment !  

9 C o u l d  c o m p u t e r s  p r o c e s s  t h i s  i n f o r m a t i o n  f l o w  f o r  u s e f u l  

10 i n f o r m a t i o n  i n  r e a l - t i m e .  T h a t  i s ,  a r e  c o m p u t e r s  a v a i l a b l e ,  o r  s o o n  

l l  t o  be a v a i l a b l e ,  t h a t  c o u l d  p r o c e s s  a l l  t h e  s p e e c h  o f  m a n k i n d  as  t h e  

12 w o r d s  a r e  s p o k e n ?  A l l  t h e  p u b l i c a t i o n s  end  b r o a d c a s t s  as  t h e y  o c c u r ?  

13 C o u l d  c u r r e n t  t e c h n o l o g y  s e a r c h  t h i s  h y p o t h e t i c a l  p r o d u c t i o n  o f  

I ~  i n f o r m a t i o n  f o r  E E l s  i n  r e a l - t l m e ?  Can c o m p u t e r s  and  

15 t e l e c o m m u n i c a t i o n s  d e l i v e r  s u c h  r a t e s ?  

16 The D e f e n s e  A d v a n c e d  R e s e a r c h  P r o j e c t  A g e n c y  (DARPA) l e a d s  t h e  

17 Concurrent  Supercomputlng Consort ium. I t  has prov ided a 128-node 

18 ( I n t e i  Corp. i860 p rocessor )  IPSC/860 computer to  the Nmtlonml 

19 I n s t i t u t e  o f  H e a l t h  w h i c h  p e r f o r m s  7 . 6 x 1 0 9  (109  e q u a l s  one  b i l l i o n )  

2o i n s t r u c t i o n s  per second to  develop advanced techn iques f o r  ana lyz ing  

21 p r o t e i n  and  v i r u s  s t r u c t u r e s .  $ The D A R P A - s p o n s o r e d  T o u c h s t o n e  p r o g r a m  

22 D e l t a  p r o t o t y p e  p e r f o r m e d  1 1 . 9  b i l l i o n  i n s t r u c t i o n s  p e r  s e c o n d  l a s t  

23 N o v e m b e r .  BY d e v e l o p i n g  a n e w e r  I n t e l  C o r p .  m i c r o p r o c e s s o r  c h i p ,  a 

2 t  c o m m e r c i a l  m a c h i n e ,  t h e  P a r a g o n  X P / $ ,  w i l l  o f f e r  f i v e - b i l l i o n -  

25 i n s t r u o t l o n - p e r - s e c o n d  supercomputlng by 1993. The Paragon w i l l  cost  

26 t w o - m i l l l o n  d o l l a r s - - o n e - t e n t h  to  one-hundredth the cost  per 

27 i n s t r u c t i o n  per second of o f f i c e  persona l  computers and an o rder  of  

~t,~rylK. 'P~rfulC~i~L~NIHt0N~U~rst~l~0fVln~s." G0~n~t~e~t~ ~$. F~y1701992. 
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1 m a g n i t u d e  c h e a p e r  t h a n  i n f a m o u s  C r a y  c o m m e r c i a l  c o m p u t e r s  o f  t o d a y .  

2 S u c h  n e w e r  c o m p u t e r s  s u p p o r t i n g  t h e  a e r o s p a c e ,  c h e m i c a l ,  e l e c t r o n i c s ,  

3 p e t r o l e u m ,  a n d  p h a r m a c e u t i c a l  i n d u s t r i e s  c o u l d  i n c r e a s e  t h e  U . S .  GNP 

b y  $500  b i l l i o n  i n  t h e  1 9 9 0 s .  A f f o r d a b l e  c o m p u t e r s  e x c e e d  6 . 8 x 1 0 1 1  

5 b i t s  per second and te lecommunlcat lons  i s  about t o  pass t h i s  680 

6 b l l l l o n  b i t s  per second r a t e .  Cur ren t  AT&T f l b e r o p t l c  T-3 t r u n k s  

7 c a r r y  65 m i l l i o n  b i t s  per second between major U.$. m e t r o p o l i t a n  

B a r e a s .  AT&T B e l l  L a b o r a t o r i e s  h a v e  d e m o n s t r a t e d  32  b i l l i o n  b i t s  p e r  

9 second and exper iments  have produced 100 b i l l i o n  b i t s  per  second 

10 r a t e s .  M 

11 I f  o n e  f e d  e a c h  o f  t h e  D e l i a ' s  mo re  t h a n  5 0 0  p r o c e s s o r s  o n e  w o r d  

12 a t  a t ime taken from t h e  incoming stream o f  6.8x1011 b i t s  per second, 

13 t h a t  i s  two words per second t imes  s i x  b i l l i o n  persons o r  1.2x107 

1~ w o r d s  p e r  s e c o n d ,  i t  w o u l d  t a k e  1 . 2 x 1 0 7  d i v i d e d  by  5 0 0  t o  l o o k  f o r  a 

15 s i n g l e  k e y  w o r d  g i v e n  t o  a l l  5 0 0  p r o c e s s o r s  s i m u l t a n e o u s l y .  D o i n g  t h e  

l b  a r i t h m e t i c ,  1 . 2 x 1 0 7  d i v i d e d  b y  5 x 1 0 2  e q u a l s  2 6 , 0 0 0  c y c l e s .  F o r  s i m p l e  

17 k e y  w o r d  s e a r c h ,  i t  w o u l d  t a k e  o n e - h u n d r e d  t i m e s  a s  l o n g  f o r  o n e -  

18 h u n d r e d  d i f f e r e n t  k e y  w o r d s ,  t h a t  i s ,  i t  w o u l d  t a k e  2 . 6  m i l l i o n  

19 c y c l e s .  N e g l e c t i n g  c o m p u t a t i o n a l  o v e r h e a d ,  t h e  D e l t a  p e r f o r m s  more  

20 than t e n - b i l l l o n  i n s t r u c t i o n s  P e r  second us ing  i t s  500 p rocesso rs ,  so 

21 each performs t w o - m i l l l o n  c y c l e s  per second. I f  the  incoming 

22 i n f o r m a t i o n  i s  i n  p l a i n  t e x t  i n  t h i s  o v e r l y  s i m p l i s t i c  example, the 

23 c u r r e n t  De l ta  cou ld  s o r t  th rough the e n t i r e  exp ress ion  o f  humankind 

2~ f o r  e i g h t y  key words w i t h o u t  f a l l l n g  behind!  The De l ta  i s  not  even 

25 o p t i m i z e d  f o r  t h i s  problem. 

2& An eighty key word search i s  not  s u f f i c i e n t  f o r  s u b s t a n t i v e  

27 searches,  but  one most l i k e l y  would d i s t r i b u t e  a number o f  machines--  

l~er~ett, P. 3o 'The Te~'loos Re~.' Po~|r 5cLenc~. ~ 1992. 51-55. 
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1 remember  a $2 m i l l i o n  d o l l a r  v e r s i o n  w i l l  s o o n  be a v a i l a b l e - - a t  

2 c o n v e n i e n t  l o c a t i o n s  w h e r e  p o r t i o n s  o f  open  b r o a d c a s t  and  p u b l i c a t i o n  

3 d a t a  w o u l d  be a v a i l a b l e .  The f i n d i n g s  o f  d e c e n t r a l i z e d ,  o r  

c e m t r a l t z e d  m u l t i p l e  m a c h i n e  s e a r c h e s ,  w o u l d  be f e d  t o  s u c c e s s i v e l y  

5 more c o m p l e x  s e a r c h e s  by  n e u r a l  n e t w o r k  p r o g r a m m e d  m a c h i n e s  t o  l o o k  

6 f o r  a s s o c i a t i o n s  that could p r o v i d e  i n d i c a t i o n s  or  i n t e n t  o f  impending 

7 p o l i t i c a l ,  economic, or  m i l i t a r y  c lashes  or  o p p o r t u n i t i e s  i n  

8 i n v e n t i o n s  or  markets and more. 

9 Neural  ne ts  could perform any a l g o r i t h m  p rov i ded  by example. 

io Cus tom n e u r a l  p rog rammed  ch ips  a r e  c o m m e r c i a l l y  a v a i l a b l e  now as  a r e  

ii p r i n t e d  c i r c u i t  cards f o r  persona l  computer use t h a t  make over  t h r e e -  

12 m i l l i o n  connec t ions  per second per card.  H A De l ta  machine h y b r i d  w i t h  

13 1860 c o n v e n t i o n a l  supercomputer cards and customized,  reprogrammable- 

i~ by-sample cards would be s i g n i f i c a n t l y  f a s t e r  and ab le  t o  look f o r  

15 c o r r e l a t i o n s  t h a t  p a r a l l e l  h i s t o r y .  ~ 

16 H i s t o r i c a l  d e s c r i p t i o n s  o f  c o n d i t i o n s  be fo re  the Yom K ippur  and 

17 A r a b - I s r a e l l  War could be rev iewed by neura l  programs t o  form EEIs and 

18 search a l g o r i t h m s  t o  best  mon i to r  f o r  s i m i l a r  cases o f  impending 

i 9  s u r p r i s e  a t t a c k s  th roughou t  the  wor ld .  The Na t i ona l  I n t e l l i g e n c e  

20 O f f i c e r  f o r  Warning cou ld  use t h i s  as a t o o l  t o  expand h i s  s t a f f s  

21 a b i l i t y  t o  read a l l  the  " m a i l . "  A n a l y s t s  could p r o d u c t i v e l y  spend 

22 more t ime s y n t h e s i z i n g  " b i g  p i c t u r e "  looks a t  t r ends  t h a t  t h r e a t e n  

23 U.S. i n t e r e s t s .  They cou ld  b u i l d  compe l l ing  cases t o  fo rewarn  i n -  

24 coun t r y  U.S. ambassadors through the  S ta te  Department watch. An 

25 a m b a s s a d o r  c o u l d  be f o r e w a r n e d  b e f o r e  b e i n g  c a l l e d  t o  u n e x p e c t e d  

26 meet ings w i t h  heads o f  s t a t e ,  such as Saddam Husseln seeking t o  

27 r e i n f o r c e  h i s  p e r c e p t i o n  t h a t  the  Un i ted  S ta tes  would not  i n t e r v e n e  i n  

U ~ , ~ O ~ r d a t  ~ t ~ t i ~  ~es. 
~BeMd~I~elC~9. n ~ l l f ~ l e ~ l ~ i f i c ~ f t ~ x r ~ .  
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1 t h e  I r a q i  i n v a s i o n  o f  K u w a i t .  The 1 9 9 0 s  w i l l  b r i n g  p e r s o n a l  

2 c o m m u n i c a t i o n  d e v i c e s  ( ' p o c k e t  c o m m u n i c a t o r s l ' )  t h a t  a m b a s s a d o r s  c o u l d  

3 c a r r y  f o r  i m m e d i a t e  c o m m u n i c a t i o n s  a n d  p e r s o n a l  s a f e t y .  

The Del ta  i s  designed to  meet the requirements of des ign ing 

5 pharmaceut icals,  understanding b i o l o g i c a l  s t r u c t u r e s ,  and c o n t r o l  of 

6 v e h i c l e  s i gna tu res .  Another order of  magnitude i n  speed w i l l  enable 

7 i t s  s u c c e s s o r s  to  t a c k l e  the extremes of c l ima te  modeling; ocean 

8 c i r c u l a t i o n ;  semiconductor and superconductor modeling; f l u i d ,  

9 aerodynamics, combustion engine modeling, and human genome data and 

lO modeling. These problems are s i m i l a r  i n  complex i ty  t o  f u l l y  s o r t i n g  

i i  e s s e n t i a l l y  the f u l l  output  of  hummnklnd's i n f o rma t i on  i n  reml- t lme 

12 i n t o  s e l e c t i v e l y  E E I - f i l t e r e d  i n fo rma t i on  seas by complex s o r t i n g  

13 r u l e s .  C o l l e c t i v e l y  a l l  U.$. i n t e l l i g e n c e  ana l ys t s  working toge ther  

16 could not approach t h i s  c a p a b i l i t y ,  but ana l ys t s  can b e n e f i t  from such 

15 a machine's support .  

16 T h e s e  u l t r a f a s t  m a c h i n e s  u s e  c u r r e n t  i n t e g r a t e d  c i r c u i t  

17 t e c h n o l o g y - - t h a t  i s  they "rack and stack" I n t e l l i g e n c e  Corporat ion 

18 processors i n  a massively p a r a l l e l  computing c o n f i g u r a t i o n  to  d i v i d e  

19 the incoming i n fo rma t ion  i n t o  m u l t i p l e ,  p a r a l l e l  paths t h a t  are 

20 operated on s imul taneous ly .  Hardware w i l l  no longer be the l i m i t i n g  

21 f a c t o r  and d e t a i l e d  quest ions need not be formulated and researched 

22 long before n a t i o n a l  i n t e r e s t s  determine the s p e c i f i c  area to  

23 research. Tongue-ln-cheek, but w i t h  some ser ious  a p p l i c a t i o n s  i n  

2~ mind, I no t i ced  dur ing  the Pers ian Gulf War, one could have perhaps 

25 used CNN inpu t  t o  i n i t i a t e  neural  programs to  create background EEIs. 

26 These EEls and a lgor i thms would i n  t u rn  perform t lme ly  research to  

27 oonf lrm or deny the accuracy of CNN r e p o r t i n g ,  and answer many 

28 quest ions  t h a t  CNN generated w i t h i n  the federa l  government! 
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1 The  I n f o r m a t i o n  R i c h  G e t  R i c h e ~  

2 L e t  u s  t a k e  a knew  l o o k  a t  w o r l d  r e s o u r c e s .  F a c t s  a b o u t  s p a c e ,  

3 e a r t h ,  s e a s ,  a t m o s p h e r e ,  m i n e r a l s ,  p e o p l e ,  p o p u l a t i o n ,  s o c i e t y ,  

bus iness ,  m i l i t a r y  a r t  and hardware, c o u n t r i e s ,  n a t i o n a l i t i e s ,  and so 

5 on are data a v a i l a b l e  f o r  c o l l e c t i o n ,  and much has a l r e a d y  been 

6 c o l l e c t e d .  Reca l l  t h a t  i n f o r m a t i o n  i s  produced when data  i s  

7 processed, f o r  example, f i l t e r e d ,  c o r r e l a t e d ,  and ana lyzed t o  e x t r a c t  

8 and r e t a i n  a product  t h a t  can be e x p l o i t e d .  Fur thermore,  knowledge i s  

9 a o o l l e o t l o n  o f  i n f o r m a t i o n  t h a t  i s  s t o red  w i t h i n  a human mind 

i 0  equipped w i t h  the i n n a t e  i n t e l l i g e n c e ,  educa t i on ,  and oommunloatlon 

l l  s k i l l s  t o  p r a c t i c e  e x p l o i t a t i o n .  The a d d i t i o n  o f  r e a d i l y  a v a i l a b l e  

12 computers and te lecommunica t ions  ac t s  as a c a t a l y s t  b o o s t i n g  the  

13 mental p r o d u o t l v l t y  f o r  the knowledgeable to  more r e a d i l y  c o l l e c t  data 

i~ and e x p l o i t  I n f o r m a t l o n - - t o  ga in  knowledge, t o  i n v e s t  i n  techno logy  or  

15 s imp ly  s e l l  knowledge t o  a t t a i n  power. A l ready one can observe the 

16 p r o s p e c t  t h a t  k n o w l e d g e a b l e  p e o p l e  more  e a s i l y  become m o r e  

17 knowledgeable and t h a t  t h i s  i s  l i k e l y  t o  t r a n s l a t e  i n t o  the  r i c h  

18 becoming r i c h e r  the power fu l  becoming more power fu l .  

19 B a r t e r  was an i n i t i a l  b a s i s  f o r  an economy, but  i t  was slow. 

20 Using cu r rency  e x p e d i t e d  t r a d e .  Using computer b i t s  ar ranged ms 

21 symbols f o r  cu r rency  and goods g r e a t l y  e x p e d i t e s  i n t e r n a t i o n a l ,  

22 i n t e r l i n g u a l  t r a d e .  S i m i l a r l y ,  c o u r i e r s  i n i t i a l l y  were s m t i s f a o t o r y  

23 i n  N a p o l e o n i c  w a r f a r e ,  b u t  o n l y  c o m p u t e r - t o - c o m p u t e r  r e l a y  s a t e l l i t e  

2& l i n k s  may be f a s t  enough t o  pr ime an e f f e c t i v e  a n t i - t a c t l c a l  b a l l i s t i c  

25 m i s s i l e  system. Only h igh  v e l o c i t y  i n f o r m a t i o n  p rov ided  by d i g i t a l  

26 e l e c t r o n i c  transmissions, not men on horseback, can suppor t  the  

27 Pers ian  Gul f  demonstrated hyperwar w i t h  low c a s u a l t i e s .  S imply ,  

28 speedy hand l i ng  and p rocess ing  adds va lue  and consequent ly  power f o r  

29 i n f o r m a t i o n  possessors .  
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1 T h e  d e v e l o p e d  n a t i o n s  h a v e  i n f o r m a t i o n  a n d  m a i n s  t o  c o l l e c t ,  

2 s t o r e ,  p r o c e s s ,  e n d  t r a n s m i t  i t  t o  t h e i r  b e n e f i t .  P r e - s o r t e d  o p e n  a n d  

3 c i osed  I n f o r m l t l o n  seas h i v e  n e g o t i a b l e  con ten t s  and are useable as 

n a t i o n a l  resources .  L i k e  go ld  i n  F t .  Knox. Lesser  developed n a t i o n s  

5 and newly i n d u s t r i a l i z e d  n a t i o n s  have t o  r e t r a c e  i n v e n t i o n  p a t h s - -  

6 unmcceptedZy s l o w - - o r  t r ade  f o r  i n f o r m a t i o n  possessed by the  developed 

7 i n d u s t r i a l  n a t i o n s  t o  ga in  techno logy  t o  con t i nue  t h e i r  n a t i o n a l  

8 development. Whether the  l e s s e r  developed n a t i o n  i s  on the  morel h igh  

9 ground, such I s  a quest  t o  improve a g r i c u l t u r e  t o  feed t h e i r  growing 

iO p o p u l a t i o n s ,  or  pu rsu ing  a nuc lea r  a rsena l  a t  the  expense of  b i l l i o n s  

i l  o f  d o l l a r s  f o r  techno logy  ( e s s e n t i a l l y  epp l l ed  i n f o r m a t i o n )  l e s s e r  

12 developed n a t i o n s  must i n v e n t  or  purchase c r u c i a l  knowledge. Because 

13 i t  takes  a p p l i e d  i n f o r m a t i o n  t o  e x t r a c t  va lue  from i n f o r m a t i o n ,  the 

i i  i n f o r m a t i o n  r i c h  have a n e a r l y  u n a s s a i l a b l e  head s t a r t ,  and are l i k e l y  

15 t o  get  r i c h e r ,  w h i l e  the  i n f o r m a t i o n  poor remain r e l a t i v e l y  poor.  

16 N o t  N e c e s s a r i l y  a Z e r o  s u R ~ m R e ,  

17 T h o u g h  t h i s  n e e d  n o t  b e  a z e r o  sum game a s  l o n g  ms n a t u r e 1  

18 r e s o u r c e s  a n d  d a t a  a r e  a v a i l a b l e ,  i t  i s  c e r t a i n l y  t r u e  t h a t  p e o p l e  

19 t h a t  a r e  n o t  k n o w l e d g e a b l e  a r e  a t  a n  i n c r e a s i n g  d i s a d v a n t a g e .  

20  L i k e w i s e  t r i b e s ,  c o u n t r i e s ,  a n d  n a t l o n a Z i t l e $  l a c k i n g  k n o w l e d g e  w i l l  

21 f i Z Z  b e h i n d  s i n c e ' t h e y  may l i c k  e v e n  t h e  c a p a b i l i t y  t o  d e s i g n  o r  

22  a c q u i r e  t e l e c o m m u n i c a t i o n s  a n d  c o m p u t i n g  r e s o u r c e s  e s s e n t i a l  t o  d r a w  

23 f r o m  t h e  i n f o r m a t i o n  o c e a n  a r o u n d  t h e m s e l v e s .  I f  t h e y  a l s o  l a c k  

24 w e a l t h  t o  b u y  p e r s o n s  w i t h  t h e  n e e d e d  k n o w l e d g e  t h e i r  Z i g  b e h i n d  

25 n a t i o n s  l i k e  t h e  U n i t e d  S t a t e s  w i l l  b e  m o n o t o n i c a l l y  i n c r e a s i n g .  

26 I t  i s  a l s o  t r u e  t h a t  t h e  d i s m a n t l i n g  o f  u n i o n s  e n d  r e p u b l i c s ,  

27 such as the USSR, i s  r e l e a s i n g  g rea t  amounts o f  data,  i n f o r m a t i o n ,  end 

28 knowledgeable people.  The o l t l z e n s  and member n a t i o n s  w i l l  need t o  



1 e x p l o i t  t h e  d a t a ,  i n f o r m a t i o n ,  a n d  k n o w l e d g e  t h a t  t h e y  p o s s e s s e d  t o  

2 c a r e  f o r  t h e i r  p e o p l e ,  e s t a b l i s h  c o m m e r c e ,  a n d  p r o v i d e  f o r  d e f e n s e .  

3 The U n i t e d  S t a t e s  can a s s i s t  i n  t h e  e x p l o i t a t i o n  o f  t h e  f o rmer  USSR's 

4 i n f o r m a t i o n  t o  t h e  b e n e f i t  o f  b o t h  t h e  U n i t e d  S t a t e s  and i t s  t r a d i n g  

5 p a r t n e r s  i n c l u d i n g  new markets  i n  t h e  f o rmer  USSR. T h i s  s h o u l d  be 

6 u s e f u l  t o  bo th  t h e  U n i t e d  S t a t e s  and t h e  f o rmer  USSR member n a t i o n s .  

7 The West can a l s o  e x p l o i t  t h e  q u a n t i t i e s  o f  da te ,  i n f o r m a t i o n ,  

8 and knowledge t h a t  p r e v i o u s l y  were bound i n  NATO c o u n t r i e s .  I f  U.S. 

9 de fense  r e q u i r e m e n t s  change i n  a manner t h a t  can be s a t i s f i e d  w i t h  

10 l e s s  s e c r e c y  t h a n  t h e  U n i t e d  S t a t e s  e x e r c i s e d  i n  t h e  C o l d  War y e a r s ,  

Ii t h e n  w i t h i n  t h e  U n i t e d  S t a t e s  t h e r e  i s  a body o f  date, i n f o r m a t i o n ,  

12 and knowledge t h a t  c o u l d  be e x p l o i t e d  f o r  commerce and e d u c a t i o n  as 

13 w e l l  a s  d e f e n s e .  
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1~ D i s s a t i s f a c t i o n  a n d  Wars  S t ~ 1 1  C a n ~ ,  

15 M a r s h a l l  M c L u h a n  i n t r o d u c e d  t h e  c o n c e p t  o f  a g l o b a l  v i l l a g e .  

16 A r t h u r  C. C l a r k e ,  i n v e n t o r  o f  g e o s y n c h r o n o u s  c o m m u n i c a t i o n  s a t e l l i t e s ,  

17 f o r e s e e s  t h e  w h o l e  w o r l d  b e c o m i n g  a g l o b a l  v i l l a g e  w i t h  e v e r y  r e s i d e n t  

18 h a v i n g  access t o  two-way v o i c e  and p i c t u r e  communica t ions  and 

19 da tabases  c o n t a i n i n g  a l l  i n f o r m a t i o n  known t o  humanklnd. II I n  e f f e c t ,  

20 everyone  would be so e a s i l y  c o n t a c t e d  we a l l  would be i n  t h e  same 

21 v i l l a g e .  

22 I t  i s  becoming apparen t  t h a t  t h e  r l o h  and know ledgeab le  r e c e i v e d  

23 a head s t a r t  t h a t  d i v i d e s  t h e  g l o b a l  v i l l a g e .  Wealth and knowledge 

24 a re  no t  homogeneously d i s t r i b u t e d  w i t h i n  o r  between o o u n t r l e s  today .  

25 Networks  formed between t h e  knowledgeab le  form an emerging demographic 

26 s t r a t a  t h a t  i s  l i k e l y  t o  become more d i s t i n c t  w i t h  t ime .  I n f o r m a t i o n  

27 w i l l  no t  be d i s p e r s e d  u n i f o r m l y  any more t han  w e a l t h .  I n f o r m a t i o n  

~i~,J~nR.,md~l l ,  A. Ml~l. Sl~Is:The~le~e0fTel~mm1~tl~. I~.  W.H.F~: ~ Y~. 231. 



i w i l l  be aggregated w i t h  the  know ledgeab le - - the  r i c h  and p o w e r f u l .  

2 Rather than a un i fo rm g l o b a l  v i l l a g e ,  we w i l l  see i n f o r m a t i o n  sprawl  

3 r a d i a t i n g  from oommeroial and academlo cen te r s  a long 

te lecommunica t ions  expressways.  

5 With the  p o t e n t i a l  s h i f t  from Cold War emphasis on s t r a t e g i c  

6 m i l i t a r y  power t o  heated eoonoml¢ power c o m p e t i t i o n ,  i t  w i l l  not  be 

7 p leasan t  t o  l i v e  on the wrong s i de  o f  the  g l o b a l  v i l l a g e  t r a c k s  

8 w i t h o u t  i n f o r m a t i o n .  Th is  d i v i s i o n  may be the  b a s i s  f o r  wars both 

9 w i t h i n  a c o u n t r y  where i t  i s  l i k e l y  t o  take s i d e s  along r a c i a l ,  

lO e t h n i c ,  and p o v e r t y  l i n e s  and s i m i l a r  d i v i s i o n s  i n t e r n a t i o n a l l y  

11 b e t w e e n  d e v e l o p e d  and l e s s e r  d e v e l o p e d  c o u n t r i e s .  We a r e  l i k e l y  t o  

12 s e e  t h e  u n r a v e l l i n g  o f  o l d  w o r l d  o r d e r  and  t h e  new a l l i a n c e  o f  

13 c o u n t r i e s  i n t o  groups based on common i n f o r m a t i o n  l i n e s  ( ' I s o -  

i~ knowledge or  I s o - t e c h n o l o g y  c o n t o u r s ' )  t h a t  are l i k e l y  t o  resemble 

15 demographic d i s t i n c t i o n s .  We see wea l thy  t h i r d  wor ld  n a t i o n s  where 

16 the  wea l th  i s  d i v e r t e d  s l g n i f l o a n t l y  from most people t o  ga in  

17 knowledge t o  develop nuc lear  weapons as an e q u a l i z e r .  There may be a 

18 new phenomenon l l k e  c o l o n i z a t i o n ,  where i n f o r m a t i o n  "haves" e s t a b l i s h  

19 r e l a t i o n s  w i t h  dependent i n f o r m a t i o n  "have n o t s . "  

3D 

20  ~ r e O w f i n i t i o ~ :  E x t e n d i n g  t h e  Fr~mm~N~k TO HOW I n f o r m m t i o n F l o v a  e n d  
21 How I t  I s  O i s t r i b ~ t e d .  

22 I n f o r m a t i o n  l i n e s  o f  c o m m u n i c a t i o n  ( I L O C s )  a r e  t h e  means f o r  

23 movement  o f  d a t a ,  i n f o r m a t i o n ,  and  k n o w l e d g e  b e t w e e n  i n f o r m a t i o n  

2~ c e n t e r s  a r o u n d  t h e  g l o b e .  ILOCs s u b d i v i d e  i n t o  D a t a  L i n e s  o f  

25 I n f o r m a t i o n  ( D - L O I s )  and  P h y s i c a l  L i n e s  o f  I n f o r m a t i o n  ( P - L O I s ) .  

26 E i t h e r  c a n  f u r t h e r  be s u b d i v i d e d  i n t o  a c c e s s i b l e  and I n a c c e s s i b l e .  

27 I n f o r m a t i o n  f l o w i n g  t h r o u g h  c e n t e r s  comes f r o m  and i s  d i s t r i b u t e d  t o  

28 p o l i t i c a l ,  d e f e n s e ,  c o m m e r c i a l ,  and  p o p u l a r  s t r a t a  named a f t e r  t h e i r  
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1 uses w i t h i n  an i n f o r m a t i o n  c e n t e r  and the  i n f o r m a t i o n  sprawl i n t o  

2 g e o g r a p h i c  areas o u t s i d e  the i n f o r m a t i o n  c e n t e r s .  

3 D-LOCs are formed by o p e r a t i n g  s a t e l l i t e  and r a d i o  l i n k s ,  

i b roadcas t  r a d i o  transmissions, f l b e r o p t l o  t r u n k s ,  submarine cab les ,  

5 te lephone l i n e s ,  and more. P-LOCs bu lk  s h i p  in fo rmmt lon  i n  p u b l i s h e d  

6 documents, knowledgeable people,  CD-ROM d i s k s  and o p t i c a l  d i s k s ,  h i g h -  

7 techno logy  equipment, and so on. 51x CD-ROM d i s k s  s t o r e  the 

8 e q u i v a l e n t  of  an EncycloDedla B r i t a n n i c a  and each d i s k  i s  the  same 

9 s i z e  as popu la r  Compact D isks  used by the music i n d u s t r y .  High 

i o  techno logy  equipment i s  not  on l y  u s e f u l  t o  n a t i o n s  deve lop ing  

11 i n d u s t r i a l l y ,  i t  I s  s u s c e p t i b l e  t o  reve rse  eng inee r i ng  f o r  i t s  new 

12 possessor  t o  d e r i v e  some of  the  p r o p r i e t a r y  knowledge used i n  i t s  

13 development. P-LOCs t r a n s m i t t e r s  are a i r c r a f t ,  s h i p s ,  s h i r t  pockets ,  

i~ shoes, and so on. 

15 I n f o r m a t i o n  s t a t e s  send data across s o v e r e i g n t i e s  v i a  

Ib te lecommunica t ions  paths and i n f o r m a t i o n  f l ows  i n t o  and out  o f  s t r a t a .  

17 Balanced d ia logue  can be he ld  w i t h  bus iness  s t r a t a .  Business norma l l y  

18 r e q u i r e s  c o n t r a c t s  which are i n h e r e n t l y  t w o - p a r t y  exchanges. A 

l g  m o n o l o g u e  i s  more t y p i c a l  w i t h  d e f e n s e  and p o p u l a r  s t r a t a .  Ask mos t  

20 anyone about departments or  m i n i s t r i e s  o f  defense and they  w i l l  note 

21 defense personnel  tendenc ies  t o  l i s t e n  but  r a r e l y  t o  p r o v i d e  t h e i r  

22 n a t i o n a l  s e c u r i t y  s e c r e t s .  The populous consumes vas t  amounts o f  

23 i n f o r m a t i o n  from t e l e v i s i o n  and movies t o  magazines w h i l e  responding 

26 w l t h  few l e t t e r s  t o  the  e d i t o r  or  p o l l s t e r s .  They o f f e r  t h e i r  o p i n i o n  

25 p e r l o d l o a l l y  a t  e l e o t l o n s ,  through p o l l t l c m l  motion committees and 

26 p o l l s ,  and un ion or  PTA meet ings.  I t  i s  l i k e l y  t h a t  the  populous w i l l  

27 p r o v i d e  more d i r e c t i o n  t o  t h e i r  government i n  the fo reseeab le  f u t u r e  

28 th rough computer and te lecommunicat ions  techno logy .  The r e l a t i o n  of  
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1 Z n f o r m a t i o n  ~ ; t r a t e a l e s  a n d  M e c h a n i m .  

2 W i t h  m a j o r  w o r l d  p o w e r s  r e l i a n t  on c o m p u t e r s  and  

3 t e l e c o m m u n i c a t i o n s ,  b u s i n e s s  between w o r l d  powers and p e n e t r a t i n g  i n t o  

t h i r d  w o r l d  and f o rmer  major  powers w i l l  demand computer  and 

5 t e l e c o m m u n i c a t i o n s  s e r v i c e s  and sys tems.  The consump t i on  o f  sys tems,  

6 s e r v i c e s ,  and da ta  w i l l  be a way o f  l l f e  f o r  a t t a i n i n g  p o l i t i c a l  and 

7 economlo power and c o n s e q u e n t l y  s u p p o r t i n g  m i l i t a r y  power as w e l l .  

8 The p rocess  o f  add ing  v a l u e  t o  i n f o r m a t i o n  as i t  passes t h r o u g h  

9 businesses and n a t i o n s  w i l l  become a s t a p l e  p o r t i o n  o f  i n t e r n a t i o n a l  

10 economics.  P a r t i c i p a t i n g  i n  t h i s  da ta  f l o w  b e n i g n l y  f o r  oommercla l  

11 purposes  and t a p p i n g  i t  f o r  i n t e l l i g e n c e  v a l u e  f o r  de fense  purpose 

12 w i l l  be v i t a l  t o  n a t i o n s .  I n f o r m a t i o n  w i l l  become s u f f i c i e n t l y  

13 v a l u a b l e  t h a t  i n f o r m a t i o n  embargoes w i l l  become a t o o l  o f  

14 i n t e r n a t i o n a l  power much l l k e  t h e  p o l i t i c a l ,  economic,  p s y c h o l o g l c a l ,  

15 and m i l l t a r y  i n s t r u m e n t s  are  t o d a y .  I n  essence,  i n f o r m a t i o n  power 

16 beoomes e q u i v a l e n t  t o  economic power f o r  t h e  more advanced n a t i o n s .  

17 Ra ther  t h a n  c o n c e n t r a t i n g  on a n a l y z i n g  and t a k i n g  a c t i o n  on a 

18 g e o g r a p h i c  b o r d e r  basis, I submi t  i t  w i l l  be u s e f u l  t o  examine and 

19 i n f l u e n c e  r e l a t i v e  power f rom a g e o - l n f o r m a t l o n  p e r s p e c t i v e .  

20 C o n c e n t r a t e d  i n f o r m a t i o n  f l o w s - - c o n c e n t r a t e d  i n  computer ne two rks  

21 t h r o u g h  major  t e l e o o m m u n l c a t l o n s  l l n k  d i a l o g u e s  o r  r a d i o  and TV 

22 b r o a d c a s t  mono logues- -and  between deve loped n a t i o n s  and between 

23 deve loped and l e s s e r  deve loped,  newly  i n d u s t r i a l i z i n g  o r  " i n f o r m a t i o n  

21 a c q u i r i n g "  n a t i o n s  w i l l  be an i n d i c a t o r  o f  r e l a t i v e  p o t e n t i a l  power 

25 and a means t o  i n f l u e n c e  development and c o m p e t i t i v e n e s s  o r  

26 i n t e r d e p e n d e n c e .  

27 The b o r d e r s  o f  i n f o r m a t i o n  c e n t e r s  does not  n e c e s s a r i l y  conform 

28 t o  e x i s t i n g  n a t i o n  b o r d e r s .  Each s t r a t a - - p o l l t l c a l ,  de fense ,  

29 commerc ia l ,  and p o p u l a r - - h a s  a d i f f e r e n t  magni tude and d i r e c t i o n  o f  
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i i n f o r m a t i o n  sp raw l .  Some s t r a t a  may be  t o t a l l y  con ta ined  w i t h i n  

2 e x i s t i n g  b o r d e r s  o t h e r s  may c r o s s  b o r d e r s .  F o r  e x a m p l e ,  m i l i t a r y  

3 a l l i a n c e s  r e s u l t  i n  defense s t r a t a  c r o s s i n g  borders .  Fur thermore,  the  

4 a l l i a n c e  cou ld  connect the defense s t r a t a  o f  the  Un i ted  S ta tes  cen te r  

5 w i t h  the  defense s t r a t a  o f  ano ther  c e n t e r  e lsewhere on the g lobe,  not  

6 ad jacent  t o  the  Un i ted  S t a t e s .  The Un i ted  S ta tes  may on l y  exchange 

7 defense i n f o r m a t i o n  w i t h  t h i s  f o r e i g n  i n f o r m a t i o n  cen te r  and not  have 

B popu la r  or  commercial s t r a t a  i n f o r m a t i o n  exchanges. For the  sake o f  

9 some s i m p l i c i t y ,  I have i nc luded  s c i e n t i f i c  exchanges under the 

i0  commercial and defense i n f o r m a t i o n  s t r a t a  and c u l t u r a l  exchanges under 

ii p o l i t i c a l  and popu la r  strata. 

12 NeW v a l u e :  Z r f f o r m m t l o n  M o n i t o r .  ~ 4 D D Z y .  o r  D e n l a l .  

13 The  new w o r l d ' s  r e c o g n i z e d  r e l i a n c e  on  c o n t i n u i n g  i n f o r m a t i o n  

14 f l o w s  s u g g e s t  i n f o r m a t i o n  p o w e r  p r o v i d e s  new i n s t r u m e n t s  t o  s u p p o r t  

15 p o l i t i c a l ,  m i l i t a r y ,  c o m m e r c i a l ,  a n d  p s y c h o l o g i c a l  p o w e r =  

16 I .  M o n i t o r i n g .  M o n i t o r i n g  the immig ra t i on  o f  knowledge and 

17 computer mad te lecommunica t ions  equipment t o  process data,  

iB i n f o r m a t i o n ,  and knowledge p r o v i d e s  t r end  in~ormat lon  t h a t  may a p p r i s e  

19 the  U.S. of  n a t i o n s  a t t e m p t i n g  h igh  techno logy  e f f o r t s  l l k e  nuc lea r  

20 weapons or  superoomputer developments t h a t  could c o n f r o n t  the U.$. 

21 m i l i t a r i l y  or  economica l l y .  

22 Exmmple. Determin ing  t h a t  Irma had sent  numerous s t u d e n t s  to  graduate 

23 schoo ls  f o r  degrees i n  nuc lear  solenoes and eng inee r ing  and t h a t  I r aq  

24 was purchas ing  u l t r a - c e n t r l f u g e s  i n  e x t r a o r d i n a r y  q u a n t i t i e s  could 

25 have p rov ided  i n d i c a t i o n s  of  i n t e r e s t  i n  p rocess ing  spent f u e l  f o r  

26 p lu ton ium.  

27 2. Banklng and Trad ing.  I n f o r m a t i o n  banks and a i d  f o r  

2B human i ta r ian  a s s i s t a n c e  and deve lop ing  n a t i o n s  and markets. These 
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I banks  c o u l d  be d y n a m i c  ( u s i n g  D-LOCs) and p r o v i d e  f o r  d i r e c t  * d r o p  

2 sh ipmen t "  o f  i n f o r m a t i o n  ( u s i n g  D-LOCs and P-LOCs]. 

3 ExamPle. The U n i t e d  S t a t e s  has t o  c o n t i n u e  s u b s i d i z i n g  t h e  o p e r a t i o n  

o f  t h e  LANDSAT m u l t l - s p e c t r a l  imag ing  s a t e l l i t e  program. I t s  da ta  has 

5 p roven  i n v a l u a b l e  t o  g e o l o g i s t s ,  c i v i l  and m i l i t a r y  e n g i n e e r s ,  and t o  

6 p e t r o l e u m  e x p l o r a t i o n ,  bu t  t h e r e  i s  l i t t l e  need t o  r e p e t i t i v e l y  image 

7 an a rea ,  f o r  example,  t o  f i n d  new m i n e r a l  o u t c r o p p i n g .  These e v e n t s  

8 occu r  a t  a g e o l o g i o a l  pace. None the less  LANDSAT has g r e a t  u t i l i t y .  

9 Could t h e  U n i t e d  S t a t e s  send a l e s s e r  deve loped c o u n t r y  t h e  modest 

i 0  equipment  needed t o  expe r imen t  w i t h  LANDSAT da ta  and t h e n  p r o v i d e  t he  

I i  c o u n t r y  w i t h  as much LANDSAT da ta  o f  t h e  c o u n t r y  as i t  r e q u e s t s - - n o t  

12 i t s  n e i g h b o r s  o r  cove ted  r e s o u r c e s  l i k e  nearby  o i l  f i e l d s  o r  m l i l t a r y  

13 i n s t a l l a t i o n s .  I n  exohange, t h e  U n i t e d  S t a t e s  migh t  s i m p l y  s t r e s s  t he  

l~  need t o  repay  e x i s t i n g  debt  t o  U.S. banks. 

15 3. Coerc ion , .  I n f o r m a t i o n  embargoes on t e l e c o m m u n i c a t i o n s  LOCs, 

16 e m i g r a t i o n  o f  knowledgeab le  peop le ,  o r  c o n t r o l  o f  v e r y  s p e c i f i c  h i g h  

17 t e c h n o l o g y  equ ipment .  

18 Example. I n f o r m a t i o n  embargoes are more l i k e l y  t o  f o c u s  on 

19 d e p r i v a t i o n  o f  h i g h - t e c h n o l o g y  e f f o r t s  such as development  o f  weapons 

20 w h i l e  no t  d e p r i v i n g  t h e  masses o f  food nor  med ic ine  as economic 

21 embargoes o f t e n  do. Wi th  r e f i n e m e n t  and an a l l i a n c e  b u i l t  on t h e  

22 p r e s e n t  N u c l e a r  N o n - p r o l l f e r a t l o n  T r e a t y  t h i s  c o u l d  s low n u c l e a r  

23 p r o l l f e r a t l o n .  I t  m igh t  a l s o  l ead  t he  U n i t e d  S t a t e s  t o  o t h e r  

2~ s u p p l i e r s  and perhaps p e r m i t  demarches t o  s low f u r t h e r  e x p o r t  o f  

25 equipment  needed f o r  d e v e l o p i n g  weapons o f  mass d e s t r u c t i o n .  

26 £. War, I n f o r m a t i o n  wars t o  d e p r i v e  a c o m p e t i t o r  o f  v a l u a b l e  

27 i n f o r m a t i o n .  

2~ Example, I n f o r m a t i o n  war c o u l d  be used i n  t he  e l e v e n t h  hour  cases 
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I when war appears i n e v i t a b l e  over s t r a t e g i c  ma te r i a l s  such as o i l .  For 

2 example, suppressing oommunications ra tes  and r e l i a b i l i t y  of  

3 i n fo rma t i on  or des t roy i ng  ILOCs w i t h  a d j o i n i n g  na t i ons  could dest roy 

conf idence i n  r e c e i v i n g  t a c t i c a l  warning of compel l ing Uni ted States 

5 or c o a l i t i o n  p repa ra t i ons  of s u r p r i s e  l i m i t e d  m i l i t a r y  a c t i o n s .  This 

6 i s  an area where i n n o v a t i o n  i s  near l y  u n l i m i t e d ,  but great  wisdom i s  

7 necessary to  cons ider  the u l t i m a t e  impact. P r e s i d e n t i a l  f i n d i n g s  and 

B Congressional n o t i f i c a t i o n  are l i k e l y  to  be necessary. 

9 MoPe Bxsmples. In fo rmat ion  deoeptlon c e r t a i n l y  has been used i n  

iO rud imentary ways i n  support of  m i l i t a r y  power. WWII a l l i e s  used 

l l  decept ion before the Normandy landings to  s u c c e s s f u l l y  r e i n f o r c e  the 

12 Ax ls  view tha t  the land ings would be elsewhere and "elsewhen." Also, 

13 Patton had the f u l l  advantage of proven ULTRA i n f o r m a t i o n ,  but was 

l~ r e s t r a i n e d  so as not to  t i p  the Ax is  to  the f a c t  the A l l i e s  had broken 

15 ULTRA. 

16 This a lso suggests a defens ive r o l e  to  p ro tec t  i n f o rma t i on  l i n e s  of 

17 oommunlcatlon. This r o l e  would be s i m i l a r  to  the U.S. navy ' s  ~]i~-a- 

18 v i s  sea l i n e s  of communications (SLOes) and the importance i t  has in  

19 modern mari t ime s t r a t e g y .  Technology f o r  encryp t lng  and to  reduce 

20 s u s c e p t i b i l i t y  to  ILOC D-LOC suppression i s  e s s e n t i a l .  S e c u r i t y  

21 aga ins t  "hackers" supported by foes w i l l  a lso be e s s e n t i a l .  This 

22 should extend to  key f i n a n c i a l  centers  and commercial t r a n s p o r t a t i o n  

23 nodes as we l l .  

2~ KJ~ovirN; D i n e  Enemy: ~k~nitorir~:. Barj~inQ. mnd Ooeroing. 

25 Mon i to r i ng  the i n t e r n a t i o n a l  f low of i n fo rmat ion ,  even ben ign ly ,  

26 by count ing i n fo rma t ion  nodes and Droduots may be a r e l i a b l e  

27 i n d i c a t i o n  of f u t u r e  p o t e n t i a l  f o r  development. Where are computers, 

2B t e l e v i s i o n s ,  telephones, communications s a t e l l i t e  (Comsat) and 
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1 b u s i n e s s - o p e r a t e d  p o r t a b l e ,  v e r y  s m a l l  a p e r t u r e  t e r m i n a l s ,  o n - l l n e  

2 d a t a  s e r v i c e s ,  p u b l i s h e r s ,  n e w s p a p e r s ,  s t o c k  e x c h a n g e s ,  and  so  on .  

3 A f t e r  Saddam Musseln f e l l  v i c t i m  t o  the "Ha l l  Mary" end run,  

f u t u r e  c o m p e t i t o r s  w i l l  p lace g r e a t e r  emphasis on e x p l o i t a t i o n  of  open 

5 and c losed  source i n t e l l l g e n c e  f o r  g r e a t e r  m i l i t a r y  power and 

6 l o g i c a l l y  f o r  g r e a t e r  economic power a l so  when competing w l t h  the  

7 Un i ted  S t a t e s .  

8 T rac ing  the  a c q u i s i t i o n  o f  computer equipment and 

9 te leoommunlcat lons gear i s  tantamount t o  unders tand ing  upcoming power 

lO bases i n  the T h i r d  wor ld .  C e r t a i n  equipment i s  more l i k e l y  f o r  use i n  

i i  each i n f o r m a t i o n  s t r a t a  whether p o l i t i c a l ,  defense,  commercial ,  or 

12 popu la r .  

13 Another p o t e n t i a l  s t r a t e g y  c o n s i s t i n g  of  the  tandem use o f  

l~ i n f o r m a t i o n  bank i n c e n t i v e s  and c o e r c i v e  embargoes or  p u b l i c i t y  could 

15 use promises and t h r e a t s  t o  ach ieve U.S. n a t i o n a l  i n t e r e s t s .  Per 

16 S c h e l l l n g  ~md~Imn~, China, B r i t a i n ,  and France may have b u i l t  nuc lear  

17 weapons f o r  p o l i t i c a l  r a t h e r  than m i l l t s r y  reasons. ~ Much of  the 

18 Purpose of  nuc lear  weapons development i n  these n a t i o n s  cou ld  have 

19 been served by any extreme techno logy  demons t ra t ion ,  l l k e  the French 

20 ~r~ space oommerolal launch c a p a b i l i t y .  These are i n f o r m a t i o n  

21 i n t e n s i v e  p r o j e c t s  f o r  power, p r e s t i g e ,  or  s u b s t a n t i v e  development. 

22 Could we abate n a t i o n s  seeking nuc lear  weapons f o r  p o l i t i c a l  reasons 

23 by r e v e a l i n g  p r i v a t e l y  t o  the p r o l i f e r a t i n g  coun t r y  t h a t  we know of 

26 t h e i r  nuc lea r  weapon program or  p u b l i o l y  expos ing t h e i r  programs? 

25 Could we app ly  coe rc ion  or  promise i n f o r m a t i o n  causing or  making 

26 p r a c t i c a l  the s u b s t i t u t i o n  o f  o t h e r  i n f o r m a t i o n  i n t e n s i v e  programs 

l ~ l l i ~ ,  ~ C. ~ md Infl~n~. 1966. Yale ~iv~$ity P~u: N~ H~. XXX. 
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1 t h a t  n e e d  n o t  h a v e  mass  d e s t r u c t i o n  a s  a p o t e n t i a l  o u t c o m e  i f  t h e i r  

2 w e a p o n s  p r o g r a m  i s  i n t e n d e d  t o  b o l s t e r  p o l i t i c a l  i n f l u e n c e ?  

3 W h e t h e r  t h e  e q u a l l z e r  i s  a w e a p o n  o f  mass  d e s t r u c t i o n ,  a d u a l -  

u s e  s p a c e  a n d  m i s s i l e  p r o g r a m ,  s u p e r c o m p u t e r  d e v e Z o p m e n t ,  o r  t h e  1 9 9 0 s  

5 e q u i v a l e n t  o f  t h e  f i r s t  H o n d a  i m p o r t s  a i m e d  a t  v i o l e n t  d e s t r u c t i o n  o r  

6 f i e r c e  e c o n o m i c  c o m p e t i t i o n ,  m o n i t o r i n g  t h e  m i g r a t i o n - - e v e n  t h e  b r a i n  

7 d r a i n - - o f  k n o w l e d g e a b l e  p e o p l e  a n d  t h e  a c q u i s i t i o n  o f  c o m p u t e r s  a n d  

t e l e c o m m u n i c a t i o n s  c o u l d  p r o v i d e  i n d i c a t i o n s  o f  f u t u r e  p o t e n t i a l  

9 c o m p e t i t o r s .  

lO " S y q b o l s  t h a t  B i n d =  o r  C r i p p l e ,  ~ 

11 S u s t a i n i n g  N o r t h  A m e r i c a n  e c o n o m i c  p o w e r  d e n i e s  i s o l a t i o n i s t  

12 p o l i c y  a c c e p t a n c e .  A m e r i c a n s  m u s t  c o m m u n i c a t e  w i t h  a n d  i n f l u e n c e  

13 o t h e r s  t o  t r a d e .  I n t e r n a t i o n a l  e c o n o m i c  d e p e n d e n c e  d e p e n d s  on  a 

i ~  p o l l c y  o f  f r e e  i n f o r m a t i o n  e x c h a n g e .  S y m b o l s  r e p r e s e n t i n g  a c c o u n t i n g  

15 f o r  w e a Z t h  m u s t  be  e x c h a n g e d  b e y o n d  N o r t h  A m e r i c a .  I n f o r m a t i o n  w i l l  

i ~  n e e d  t o  be  i m p o r t e d  Bnd p r o c e s s e d  t o  a d d  v a Z u e  f o r  e x p o r t .  F u t u r e  

17 U . $ .  p o l l c y m a k e r s  c o u l d  be  a c c o u n t a n t s  a n d  c o m p u t e r  t e c h n i c i a n s !  

13 The  I r r e v e r s i b Z e  d e p e n d e n c e  on  i n f o r m a t i o n  b e t w e e n  t h e  N o r t h  

19 A m e r i c a n  i n f o r m a t i o n  c e n t e r s  a n d  o t h e r  w o r l d  i n f o r m a t i o n  c e n t e r s  

20 o f f e r s  t h e  p r o s p e c t  o f  g r o w t h  t h r o u g h  I n t e r n a t i o n a l  t r a d e .  I t  a l s o  

2Z c o n f r o n t s  u s  w i t h  v u l n e r a b i l l t l e s .  A c o l l e g l a l  i n t e r n a t l o n a l  

22 r e c o Q n i t i o n  t h a t  t h e  w o r l d ' s  i n f o r m a t i o n  c e n t e r s  a r e  r e l i a n t  on 

23 c o n t i n u e d  e x c h a n g e  o f  v a l i d  i n f o r m a t i o n  i s  v i t a l .  F u r t h e r m o r e ,  a 

2~ g e n t l e m a n l Y  a p p r o a c h  t h a t  e m p h a s i z e s  m u t u a l  p r o s p e r i t y  a n d  s h u n s  t h e  

25 criPPling effects of information war i s  critical. The effect of 

26 internatlonal information war could be almost as staggerlng as nuclear 

~0fflen, Alvin, P~er ~ift; Kn0ele0~, ~ealth, and Vl0~en~ m~ the EdQ~ of the 215t Century, Bantam, 1990, pp X~. 



i war w i t h  economies dependent on world banks and t rade  being devastated 

2 and worldwide depression f o l l o w i n g .  

3 R e l t r u c t u r l r ~  t o  Exmlo l t  O ~  a r ~ C l o s e d  I n fo rma t l on  SeB .  

How w i l l  the United States be a f f ec ted  when i t  becomes c lea r  

5 t ha t  computer b i na ry  b i t s  have become the standard of account ing 

6 r a t h e r  than the d o l l a r ?  I s  i t  then l i k e l y  t h a t  t h e i r  w i l l  be no 

7 st rong inheren t  advantage i n  i n t e r n a t i o n a l  business f o r  Eng l i sh  

8 speaking and d o l l a r  using nat ions? Wouldn't i t  be prudent and 

9 becoming the developed, i n f o r m a t l o n - l n t e n s l v e  Uni ted Sta tes  to  base 

i0 dec i s i ons  to  compete or cooperate With f o r e i g n  na t i ons  on cu r ren t ,  

i i  s u b s t a n t i v e  knowledge. To open communications or em ig ra t i on  of b ra in  

12 power p o r t s ,  t o  increase mutual t rade,  t o  address environmental  i ssues 

13 when i t  i s  b e n e f i c i a l  r a t h e r  than a f t e r  circumstances have changed so 

i~ g r e a t l y  to  condemn the U.5. government to  a n a c h r o n i s t i c  pol icymaklng. 

15 A m e r i c a n  s c h o o l s  a n d  m a n u f a c t u r e r s  c o u l d  h a v e  m o r e  current, 

16 accurate,  and r e a l i s t i c  i n fo rma t ion .  American i n t e l l i g e n c e  would have 

17 a broader i n fo rma t i on  base, e s p e c i a l l y  i n  more t h i r d  wor ld coun t r i es ,  

18 and be able to  apply i n fo rma t ion  w i thou t  t i g h t  r e s t r i c t i o n s  to  p ro tec t  

19 sources and methods. S e n s i t i v e  i n t e l l i g e n c e  c o l l e c t i o n  to  corroborate 

20 o p e n  s o u r c e s  w o u l d  b e  r e q u i r e d ,  b u t  t a s k i n g  l o a d s  f o r  s c i e n c e  a n d  

21 t e c h n o l o g y  o r  e c o n o m i c  i n t e l l i g e n c e  c o u l d  p o s s i b l y  b e  r e d u c e d  t o  a l l o w  

22 concen t ra t ion  on defense matters e s p e c i a l l y  when s i g n i f i c a n t  d i r e c t  

23 support t o  t a o t l o a l  m i l i t a r y  opera t ions  i s  v i t a l .  L ike the god, 

2~ Argus, the United States could keep eyes on commercial and defense 

25 i n f o rma t i on  s imu l taneous l y .  
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Z U s i n a  I n f o M m m t i o n  A n a l y s t ~  TO ~ n a Z y z o N o t  To MemKxrize. 

2 What  c o u l d  be done  t o  i m p r o v e  t h e  e f f e c t i v e n e s s  o f  U . S .  d o m e s t i c  

3 and f o r e i g n  p o l i c y  g i ven  access t o  the v a s t  i n f o r m a t i o n  ocean t h a t  

awa i t s?  G e n e r a l l y ,  the  ocean could be c o n t i n u a l l y  drawn from to  form 

5 r e a d i l y  searched open and c losed i n f o r m a t i o n  seas. P r e - s o r t l n g  i n t o  

6 seas could  make development o f  t i m e l y  u s e r - s p e c l f l c  i n f o r m a t i o n  poo ls  

7 t h a t  o f f e r  immediate answers t o  EEIs. Such poo ls  would immed ia te ly  be 

8 of  va lue  t o  commerce and defense,  i n  p a r t i c u l a r ,  t o  i n d u s t r i a l i s t s ,  

9 economists ,  educators ,  s c i e n t i s t s ,  p o l i t i c a l  economists,  demographers, 

lO i n t e l l i g e n c e  a n a l y s t s ,  and m i l i t a r y  p lanners  and o p e r a t o r s .  

i i  Today i n t e l l i g e n c e  a n a l y s t s  produce t o p i c  s p e c i f i c  poo ls ,  but  

12 they  are u s u a l l y  r e s t r i c t e d ,  c losed i n f o r m a t i o n  not  a v a i l a b l e  f o r  

13 oommeroe. I n t e l l l g e n o e  p roduc ts  are produoed f o r  t o p i c s  t h a t  might 

l~ never aga in  be o f  i n t e r e s t .  Large numbers o f  a n a l y s t s  each s p e o l a l l z e  

15 i n  s p e c i f i c  t o p i c s - - a  marching a r m y - - w l t h l n  which t i m e l y  c ross  

16 i n f o r m a t i o n  exchanges i s  ex t reme ly  d i f f i c u l t .  Mind se t s  develop from 

17 the  way humans g e n e r a l i z e  i n f o r m a t i o n  f o r  memorizat ion and r e c a l l  

13 s lnoe i t  i $  beyond t h e i r  c a p a b i l i t y  t o  r e t a i n  a l l  d e t a i l s .  

19 I s u g g e s t  i t  w o u l d  be more r e s p o n s i v e ,  f l e x i b l e ,  and b e n e f i c i a l  

20 t o  c o n t i n u a l l y  u p d a t e  t h e  open  and c l o s e d  i n f o r m a t i o n  s e a s ,  c a r e f u l l y  

21 k e e p  t h e  s e a s  s e p a r a t e d ,  and  b u i l d  t h e  mechan i sm r e q u i r e d  t o  

22 spontaneous ly  compi le EEls and search f o r  the i n f o r m a t i o n  sea subset 

23 needed t o  e x t r a o t  a pool o f  u s e r - r e q u l r e d  I n f o r m a t l o n - - ' J u s t - l n - t l m e "  

2~ i n f o r m a t i o n .  Both open and c losed source poo ls  could a d v i s e d l y  be 

25 formed from two seas so p o l i c y  r e q u i r i n g  open i n c e n t i v e s  o r  coe rc ion  

26 could use open source data and not compromise sources and methods used 

27 on l y  In  c o n j u n c t i o n  w l t h  the c losed pool .  Open pool i n f o r m a t i o n  could 

23 be used t o  m u l t i p l y  the e f f e c t  o f  c losed pool i n f o r m a t i o n  i n  a manner 

29 seldom e x p l o i t e d  today.  Today, open i n f o r m a t i o n  i s  f r e q u e n t l y  melded 
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I w i t h  c l o s e d  i n f o r m a t i o n .  R e t r i e v i n g  i t  f r o m  a n a l y t i c a l  i n t e l l i g e n c e  

2 p r o d u c t s  i s  t i m e  c o n s u m i n g  a n d  r i s k s  c o m p r o m i s e .  

3 F o r  e m p h a s i s ,  t h e  t w o  s e a s  r e p r e s e n t  f i r s t ,  t h e  p o r t i o n  o f  t h e  

i n f o r m a t i o n  o c e a n  t h a t  w a s  c o l l e c t e d  f r o m  o p e n  s o u r c e s  t o  be  u s e d  

5 c o m m e r c i a l l y  w l t h  some i m p u n i t y  a n d  s e c o n d ,  t h e  p o r t i o n  t h a t  was  

6 c o l l e c t e d  b y  s e n s i t i v e  s o u r c e s  a n d  m e t h o d s  t o  be u s e d  d i s c r e t e l y  t o  

7 s u p p o r t  perhaps i n t e r n a t i o n a l  c o e r c i o n  o r  m i l i t a r y  power when 

8 r e q u i r e d .  Vannevar Bush may have p r e d i c t e d  t he  c u r r e n t  w o r l d  

9 s i t u a t i o n  and need t o  use t h e  g row ing  ocean o f  i n f o r m a t i o n  i n  19&5, 

10 when he sugges ted  t h a t  i t  was t ime  t o  s t o p  i n v e n t i n g  " c r u e l  weapons" 

11 o f  war and t o  make p e a c e f u l  i n v e n t i o n s .  16 More t han  f o r t y  y e a r s  o f  

12 Cold War and an immense p r o l i f e r a t i o n  and r e f i n e m e n t  o f  " c r u e l "  

13 n u c l e a r  weapons i n t e r c e d e d  and t he  i n f o r m a t i o n  oceans have expanded 

i c  m a n i f o l d  t i m e s .  

15 L e t  u s  r e f o c u s  t h e  i n t e 1 1 1 g a n c e  r e q u i r e m e n t s  o f  t h e  U n i t e d  

16 S t a t e s  t o  b e t t e r  c o l l e c t  k n o w l e d g e ,  i n f o r m a t i o n ,  a n d  d a t a  i n  t h i s  new 

17 p r i o r i t y  o r d e r  a n d  y e t  r e t a i n  t h e  means  t o  c o r r o b o r a t e  i n f o r m a t l o n  t o  

18 p r e v e n t  d e c e p t i o n  and i n  c a s e  s i g n i f i c a n t  p o r t i o n s  o f  t h e  w o r l d  may 

19 a g a i n  r e s o r t  t o  c l o s e d  s o c i e t i e s .  Though t h e  w o r l d  i s  perhaps  more 

20 dangerous t h a n  b e f o r e  i t  i s  a r g u a b l y  more open so i t  i s  f e a s i b l e  and 

21 more p r a c t i c a l  t o  c o l l e c t  and e x p l o i t  t h e  h i g h e r  v a l u e  knowledge and 

22 i n f o r m a t i o n  f rom many sou rces ,  many o f  wh ich  are  open. C o l l e c t i n g  

23 da ta  and b u i l d i n g  i n t e l l i g e n c e  p r o d u c t s  from t h e  bot tom up was 

2~ n e c e s s a r y  w i t h  major  b l o c k s  o f  t h e  w o r l d  c l o s e d  d u r i n g  t h e  Cold War 

25 y e a r s .  Wi th  g r e a t e r  f ocus  on dangers  t o  t h e  U n i t e d  S t a t e s  f rom 

26 r e l a t i v e l y  open s o c i e t i e s ,  t h e  emphasis t r a n s f e r s  t o  speedy c o l l e c t i o n  

27 and e x p l o i t a t i o n  as w e l l  as bank ing  i n f o r m a t i o n  f o r  r e d i s t r i b u t i o n  t o  

16O'IGr~io, Fr~. Mes,vev's Intvo~tio~ to the ¢~x~ev. Messrev; Nev Y~. 1983. 157. 



I b e n e f i t  U n i t e d  S t a t e s  commerce as w e l l  as de fense .  T h i s  s h i f t  t o  

2 speed, and t h e  D o s s l b i l l t y  o f  d i r e c t l y  l e a r n i n g  o r  deduc ing  i n t e n t  

3 f rom more open s o u r c e s ,  a rgues  f o r  a f o c u s  on t h e  h i g h  v a l u e  added 

knowledge d i r e c t l y  f rom PeoPle and t h e i r  commerce, t hen  f rom non -  

5 v o l a t i l e  sou rces  such as p u b l i c a t i o n s ,  and l a s t l y ,  on da ta .  Much o f  

6 t h e  da ta  c i r c u l a t i n g  i n  t h e  t h i r d  w o r l d  was c r e a t e d  by t h e  U n i t e d  

7 S t a t e s .  We know t h e  da ta .  We need i n s i g h t  i n t o  t h e i r  knowledge t o  

8 compete w i t h  f o r e i g n  use o f  f a m i l i a r  da ta .  

~3 

New I r f f o r ~ m a t l o n  O r d e r .  

l o  T h o u g h  r e o r g a n i z a t i o n s  a r e  a l w a y s  w a s t e f u l  i n  t h e  s h o r t  t e r m ,  

i i  r e o r g a n i z a t i o n  i s  t y p i c a l l y  J u s t i f i e d  when c a l a m i t o u s  changes occu r  

12 l l k e  t h e  end o f  t h e  Cold War. Congress and t h e  e x e c u t i v e  b ranch  are  

13 agreed t h a t  t h e  I n t e l l l g e n o e  oommunlty i s  i n  need o f  r e c o n s t r u c t i o n  t o  

l ~  address  t h e  d e v e l o p i n g  new w o r l d  o r d e r .  The above r e f o c u s  r e q u i r e s  

15 anew t h e  bank ing  o f  l a r g e ,  f l u i d  p o o l s  o f  i n f o r m a t i o n  t h a t  must have 

16 h i g h  l i q u i d i t y  t o  be o f  commerc ia l  and economic b e n e f i t .  And t h e r e  i s  

17 s t i l l  t h e  r e q u i r e m e n t  f o r  banks o f  knowledge and i n f o r m a t i o n  ( d e -  

18 emDhas lz lng da ta  excep t  f o r  v i t a l  bot toms up c o r r o b o r a t i o n  and 

19 v a l i d a t i o n )  t o  s u p p o r t  m i l i t a r y  power t h a t  w i l l  r e q u i r e  p r o t e c t i o n  o f  

2O source  and methods. 

21 T h i s  p r e s e n t s  t he  need f o r  two i n f o r m a t i o n  p o o l s ,  one t h a t  i s  

22 open and h i g h l y  l i q u i d  and a second t h a t  i s  c l o s e d  and more r e s p o n s i v e  

23 t h a t  i n  t h e  pas t  because o f  ou r  good f o r t u n e  t o  be ab le  t o  f o c u s  on 

2~ h i g h  v a l u e  knowledge and i n f o r m a t i o n .  I t  w i l l  be p ruden t  t o  s e p a r a t e -  

25 - n o t  t o t a l l y  i s o l a t e  t h e  o r g a n i z a t i o n s  and a r c h i t e c t u r e s  t h a t  process 

26 t h e s e  p o o l s  o f  i n f o r m a t i o n .  Perhaps t h e  c r e a t i o n  o f  a commerc ia l  

27 i n f o r m a t i o n  agency and a de fense  i n f o r m a t i o n  agency s u p p o r t i n g  i n  

28 p l a c e  o f  t he  t h i r t e e n  agenc ies  p r e s e n t l y  funded from the  N a t i o n a l  



1 F o r e i g n  I n t e l l i g e n c e  P r o g r a m .  Two a g e n c i e s  t h a t  p e r f o r m  c o l l e c t i o n  

2 t a s k i n g  t h r o u g h  i n f o r m a t i o n  d i s s e m i n a t i o n  w h i l e  a n y  i n f o r m a t i o n  u s e r  

3 w h e t h e r  c o m m e r c i a l  o r  f e d e r a l  c o u l d  g e n e r a t e  i n f o r m a t i o n  r e q u i r e m e n t s  

t o  be s u b m i t t e d  t o  and  t a s k e d  by  e i t h e r  o f  t h e  t w o  i n f o r m a t i o n  

5 a g e n c i e s .  

6 As t h e  v a l u e  o f  i n f o r m a t i o n  t o  p o l i t i c s ,  e c o n o m i c s ,  p s y c h o l o g y ,  

7 and m i l l t a r y  becomes v l t a l ,  i t  s h o u l d  be r e c o g n i z e d  t o  t h e  e x t e n t  t h a t  

8 a Department o f  Commerce w i t h  a new C r i t i c a l  I n f o r m a t i o n  D i v i s i o n  

9 (CID) and Department o f  Defense w i t h  an updated Defense I n t e l l i g e n c e  

i 0  Agency (DIA) may become a p r u d e n t  approach t o  r e c o g n i z e  t h a t  p o o l i n g  

11 o f  i n f o r m a t i o n ,  o p e n l y  f o r  p r o f i t  by commerce and b e h i n d  doors  f o r  

12 s e n s i t i v e  source  i n f o r m a t i o n  f o r  economic and m i l i t a r y  power, i s  

13 becoming c e n t r a l  t o  n a t i o n a l  power. Denied areas  have g r e a t l y  

I~ deoreased and open sou rces  o f  i n f o r m a t i o n  c o u l d  p o t e n t i a l l y  p r o v i d e  

15 i n d i c a t i o n  o f  i m p r o p r i e t i e s  such as n u c l e a r  weapons p r o l i f e r a t i o n .  

16 S e n s i t i v e  o o l l e o t i o n  means w i l l  s t i l l  be e s s e n t i a l  bu t  a t u r n  t o  

17 p r o c e s s i n g  t he  ore  from t h e  g row ing  lode  o f  open i n f o r m a t i o n  w i l l  be 

18 e s s e n t i a l  t o  meet mass  and t i m e l i n e s s  r e q u i r e m e n t s  t o  e f f e o t l v e l y  

19 a p p l y  i n f o r m a t i o n  power. F u r t h e r m o r e ,  w i t h o u t  t h e  conce rns  about  

20 sou rces  and methods i t  may be l e g a l  t o  open t h e  poo l  t o  U.S. and 

25 a l l i e s  b u s i n e s s e s .  M i l i t a r y  p r o t e c t i o n  o f  ILOCs d u r i n g  war i s  a l s o  

22 l i k e l y  t o  become n e c e s s a r y .  

23 F i g u r e  t h r e e  d e s c r i b e s  some o f  t h e  p o t e n t i a l  uses o f  i n f o r m a t i o n  

2~ b o t h  d o m e s t i c a l l y  and e x t e r n a l l y  t h r o u g h  peace and v a r i o u s  l e v e l s  o f  

25 c o n f l i c t .  For  s i m p l i c i t y ,  t h e  e x e c u t i v e  agen ts  f o r  bo th  open and 

26 c l o s e d  source  i n f o r m a t i o n  are reduced t o  t he  S e c r e t a r y  o f  Commerce 

27 C r i t i c a l  I n f o r m a t i o n  D i v i s i o n  (CID) and t he  S e c r e t a r y  o f  Defense 

28 Defense I n t e l l l g e n c e  Agency (D IA) ,  r e s p e o t l v e l y ,  w i t h  t h e  
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i a d m l n t s t r a t t o n  o f  t n f o r m a t l o n  and  I n t e l l i g e n c e  u n d e r  a s i n g l e  D i r e c t o r  

2 o4 N a t t o n m l  Z n f o r m a t l o n .  The f i g u r e  i s  a v e r y  s k e t c h y  n o t i o n  o f  t h e  

3 I n t e r a c t i o n  o f  i n f o r m a t i o n  means and management  u n d e r  many 

c i r c u m s t a n c e s .  Any  r e s p e c t a b l e  t r e a t m e n t  w o u l d  e a s i l y  r e q u i r e  a n o t h e r  

5 p a p e r  s i m i l a r  i n  m a g n i t u d e  t o  t h i s  o n e .  T h e r e f o r e ,  Z h o p e  t h e  r e a d e r  

6 l i m i t s  use of  the t a b l e  t o  b e n e f i c i a l  b r a i n s t o r m i n g  and not  t o  

7 b u r e a u o r a t t o  mayhem. 
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I C c r ~ l u ~ t o n .  

2 The l a t e  1 8 0 0 s  g e o s t r a t e g t c  c o n c e p t s  d e v e l o p e d  i n t o  u s e f u l  

3 n o t i o n a l  m o d e l s  f o r  t h o u g h t  e x p e r i m e n t s  i n  b a l a n c e  o f  p o w e r .  T h i s  l e d  

t o  r e c o g n i t i o n  t h a t  c o u n t r i e s  responded to  a c t i o n s  by t h e i r  ne ighbors  

5 and formed a l l i a n c e s  w i t h  t h e i r  non-adJacent ne ighbors  t o  c o n t a i n  

6 immediate ne ighbors  now s t r a d d l e d  by an m l l l a n c e - - a n  O c c i d e n t a l  

7 v e r s i o n  o f  an enemy of  my enemy i s  my f r i e n d .  I n  the  i n f o r m a t i o n  age, 

8 such a l l l a n c e s  should f i r s t  o f  a l l  emphasize r a p p o r t .  Power w i l l  

9 aggregate along s t r a t l f l o a t l o n  o f  users i n  wor ld  i n f o r m a t i o n  c e n t e r s - -  

i0  f u t u r e  *hea r t l ands *  o f  wor ld  power. U n l i k e  the " h e a r t l a n d , *  

11 I n f o r m a t i o n  oen te rs  can develop i n  a p o r t i o n  o f  a n a t i o n  or  be formed 

12 by the i n t e r a o t l o n  o f  p o r t i o n s  of  many g e o g r a p h i c a l l y  separa ted  

13 n a t i o n s .  Centers are not  l i k e l y  t o  respeo t  c u r r e n t  n a t i o n a l  borders .  

l~ They w i l l  r l s e  and f a l l  i n  Dower f a r  more q u i c k l y  than cur rency-based 

15 economlo power. Since economic power I s  enabled by i n f o r m a t i o n ,  

16 eoonomlo power w l l l  f o l l o w  changes i n  i n f o r m a t i o n  power. 

17 The DoD has been the source o f  most advanced U.S. techno logy .  

18 Technology t h a t  i s  o f t e n  f l v e - t o - t e n  years  more advanced than o f f - t h e -  

19 s h e l f  s t a t e  o f  the  i n d u s t r y  techno logy .  I f  the  end of  the  Cold War 

20 d i m i n i s h e s  the  need f o r  m d e f e n s e - d r l v e n  techno logy  base, l e t  us 

21 f o s t e r  an a d d i t i o n a l  i n c u b a t o r  f o r  techno logy  by b u i l d i n g  up the  

22 N a t i o n a l  I n s t i t u t e  f o r  Standards and Technology (NIST). NIST because 

23 i t  I s  s i t u a t e d  i n  the  Department o f  Commerce, open and a c c e s s i b l e  to  

24 advance commercial,  medical ,  and env i ronmenta l  s o l u t i o n s ,  and because 

25 NIST i s  a major deve loper  of  advanced computing and v i t a l  s tandards  

26 r e q u i r e d  f o r  t h i n g s  t e c h n i c a l  t o  communicate i n  a mu tua l l y  

27 unders tandab le  language. A DoC NIST C r l t l c a l  I n f o r m a t i o n  D i v i s i o n  

28 cou ld  begin f i l l i n g  the U.S. open i n f o r m a t i o n  sea and p r o v i d i n g  the 

29 lead t o  put a personal  computer w i t h i n  reach of  every  school  c h i l d  i n  
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1 o u r  c o u n t r y .  DoC N I S T  a n d  DARPA c o u l d  g u i d e  a n d  s e e d  c o m m e r c i a l  

2 d e v e l o p m e n t  o f  d e s k t o p  c o m p u t e r s  a t  c o m m o d i t y  p r i c e s  t h a t  w o u l d  make 

3 i t  p o s s i b l e  t o  pu t  computers  i n  a l l  c l ass rooms  i n  t h e  U n i t e d  S t a t e s .  

4 Th l$  c o u l d  enab le  g r e a t e r  i n d u s t r i a l  c o m p e t i t i v e n e s s  and p r o v i d e  

5 i n f o r m a t i o n  and perhaps p e r s o n a l  computers  t o  be seeded g e n e r o u s l y  i n  

6 l e s s e r  deve loped  c o u n t r i e s  t o  deve lop  markets  and improve t h e  q u a l i t y  

7 o f  l l f e  on t h e  wrong s i d e  o f  t h e  g l o b a l  v i l l a g e  t r a c k s .  

8 The  U . S .  g o v e r n m e n t  m u s t  r e c o g n i z e  t h e  e x i s t e n c e  o f  g r e a t  o p e n  

9 sou rces  o f  i n f o r m a t i o n  t o  g rasp  end p rocess  f o r  an i n d u s t r i a l  and 

i 0  e n v i r o n m e n t a l  o f f e n s e  and t o  p r o v i d e  c o m p e t i t i v e  t e c h n o l o g y  

i i  i n f o r m a t i o n  t h a t  p r e p a r e s  U.S. i n d u s t r y  f o r  c o m p e t i t i o n  f rom companies 

12 and p r o d u c t s  t h e y  migh t  no t  have heard o f  b e f o r e  new p r o d u c t s  dec imate  

13 U . S . U . S .  h l g h - t e c h n o l o g y  p r o d u c t  marke ts .  

14 To bes t  e x p l o i t  t h e  i n f o r m a t i o n  ocean, t h e  U n i t e d  S t a t e s  s h o u l d  

15 t a k e  a new l o o k  a t  i n f o r m a t i o n ' s  r o l e  as an emerging n a t i o n a l  power 

16 much l l k e  economic, m i l i t a r y ,  o r  p o l i t i c a l  power. The U n i t e d  S t a t e s  

17 s h o u l d  e x p l o r e  new means t o  r a p i d l y  c o l l e c t  and p rocess  t h e  c o n t e n t s  

18 o f  t he  i n f o r m a t i o n  t h a t  w i l l  enab le  new a p p l i c a t i o n s  and power. 

19 O the rs  are  g a t h e r i n g  t h e  da ta ,  i n f o r m a t i o n ,  and knowledge. Our 

20 government needs t o  draw o n - - p u r c h a s e  d i r e c t l y  o r  l i f t  from t h e  p u b l i c  

21 domain, and p rocess  t h i s  da ta  t o  a c c e n t u a t e  and r e d i r e c t  i n f o r m a t i o n  

22 m a s s e s  t o  l e v e r a g e  i n f o r m a t i o n  power i n  s u s t a i n i n g  U.S. superpower .  A 

23 superpower  i s  needed t o  l ead  sound development o f  t he  p l a n e t  and the  

24 new w o r l d  o r d e r .  I n f o r m a t i o n  may be J o i n i n g  w e a l t h  as b o t h  g l u e  end 

25 s o l v e n t  t h a t  can r e o r d e r  t h e  w o r l d  i n  t h e  hands o f  a s u p e r p o w e r ' s  

2b o r a f t s m a n s h l p .  I t  i s  no t  a ze ro  sum game and deve loped and l e s s e r  

27 deve loped  c o u n t r i e s  can m u t u a l l y  b e n e f i t .  There i s  a g row ing  ocean 

28 o f  i n f o r m a t i o n ,  much of  whloh i s  open source  sea o f  i n f o r m a t i o n ,  wh ich  
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1 t r e a t e d  p r o p e r l y  p e r m i t s  u s e s  n o t  p o s s i b l e  i f  t h e  o p e n  i n f o r m a t i o n  i s  

2 n o t  c o l l e c t e d  a n d  m a i n t a i n e d  s e p a r a t e l y  f r o m  c l o s e d  s o u r c e  

3 information. The growing open sea of information provides both the 

challenge and the opportunity for the United States to adapt and lead 

5 the world confidently into the next century. 




